*'(]Rev. 01-31-2003) 


:ET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence; PRIORITY 


Date: 08/05/2004 


To: Brussels 

Counterterrorism 
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Attn: I 
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Attn: 
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Attn*: 



Attn: 

SSA 

LS 


Attn: 

Leg 

al Attachd 

Attn: 

ssS 


n 

Attn: 

SA 




Attn: 

Leaal Attache 1 



ALAT 





Title; 


(U) 


(u) 


also known as (aka) , 


FPC - IT; 
00 : ROME 


UNSUBS ; 


F- 


- Victim; 

J- Victim; 

Victim; 

BOMBINGS IN MADRID, SPAIN ON MARCH 11, 2 004; 

_ Vrw-wV-lfC6/o 



(U) 


(U) 




To; 

Re; 


Brus sels 

(U) I 


From: 


Rom e 

I08/O5/2OO4 


IT - UNKNOWN PERPETRATOR; 

00: NEW YORK 

Synopsis; X*^/LES) The purpose of this ele ctronic communication 
(E.C.) is to provide additional t ranslations I I 

that were passed to Leaat Rome bvl 


IMMEDIATE E.C., dated 08/04/2004. 

(U) ^ 

315T-NY-288010 584 


Jtd^ cover Lead # 8 of the below-reterenced 


Derived'P^lfr : G-1 

DecTassj;fyb»J X5 


Reference: 


Administrative; (U) The Case Ag ent at Leaat Rome fo r this 


matter is Assistant Legal Attache] 

temporary duty assignment (TDY) . ALAT \_ 
Milan on 09/01/2004. 


|who is on a 

Jwill return to 


Petal /K/ / T .Efl ^ 


provided Legat Ro me with additional investigative reports 


concerning the arrest of 


The documents, as translated by Language 


Services, read as follows: 

^P^/hES) Begin translation: 


b7D 

b7E 


be 

b7C 


be 

b7C 

b7D 


be 

b7C 

b7D 


To the Embassy of the United States Of America 
Office of the Legal Attache' 

Rome 


In reference to not^ 


it is hereby 


communi cated that during the investigatio n, resulting in the arrest, among other individuals, of 
the noted \ and aside from verifications that emerged involving 

claims of the Madrid massacre, a disturbing revealing picture emerged in association with 
future attacks in several European countries. 


be 

b7C 

b7E 




SE^ll^T 


To : Brus sels From: Ro me 


Re : (U) 


08 / 05/2004 


To this ejfect, one should consider that from, the, mst of the conversations 
intercepted it has been learned, among other things, than 


In regard to his international ties, of particular interest are the on es carried out 
in Belgium with a Moroccan in dividual not vet identified, but known as I and with an 


family ties with 

along wit H 1 


born in Egypt on 


could have 


a noted detainee 


The investigation allowed to underline an international structure particularly 
jointed and complex with referents in Spain, France, Belgium and Italy where intense radical 
propaganda activities and proselytism were carried out with the intent to recruit new followers 
to be sent in conflict areas such as Iraq and Europe in order to create "cells" potentially capable 
of carrying out terrorist acts as it was done in Madrid. 


aforementioned 


A conve rsation carried ou A ~ betwee ^ \ and the 

ioned\ ]avvears particularly interesting Putins this conversatiom 


E 


states the following: 


OfThat he's ready to be a martyr, indicating that the only point and solution is to 
belong to Al Qaida. 


OTo be part of a "sleeping" cell but to be ready, at any given time, to be a martyr. 

OThat another two groups are ready for martyrdom; one of which is made-up of 
four members ready to depart to Iraq. 

OThat \ U s in Paris and knows them all. 


OfThat in Holland, as a result of the break-up of a cell ready to act, there's only 
one group that is operational. 

Onfo avoid using Egyptian passports and to be able to have passports of any other 
nationality. 


Tn reference to the planning of terrorist acts, it appears particularly interestins 

where ] \e xplains\ [some 


the operational details regarding, among other things, th e employme nt of wom en: ". J | 

V.hernamei^ [. I have bad news. 


f 


1 


1 do you know ho\^ 


He had already 



SE^Sa^ 


h6 

hlC 

b7D 

b7E 


bo 

b7C 

b7D 


b6 

b7C 

b7D 


b6 

■b7C 

b7D 
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me 

08 / 05/2004 


](small 


part nfthp rnm/arvnfinn fhnt fnllnMm im umnfpllimhlp.) mnv hp. hnvp. np.nr.p. np.ac.p. tn his anul 

(editor's note- ^ident ly. Mo uattafis dead)\ ^ I 

\fhpre'.<A \fhprp'.<!\ \ there's the One from from\ 

^ \i ust sav the word ana they'll come. Th. ere's\ 

bust say the wor d. I'm sorrv that the technique for the first one didn't work 
now we have | ... God is great... 

was \q fthe group and as such, responsible for the 

V -often common criminals— to fight the holy 
war, and declare themsplv cs ready to martyrdo m. To this effect, consideration should be taken 
re^ardinv s tatements made \ \ during the aforemenfiohed conversation on 

\which include turbulent programs of future terrorist acts: 



Additionally, at the end of the conversation \nentions the European 

ramification of the groups and their capability to blend in socially, even by means of marrying 
western women in order to be naturalized in the guest country: 



In \conversation \ \ eminds his listeners to carefully take 

security measures when communicating, when moving, when frequen tim mos ques and cultural 
centers. The contents of the conversations clearly lead to believe that is the prominent 
figure of a terrorist organization and he believes to be able to easily evaae possible preventive 
actions and clashes with investigative agencies by employing sophisticated techniques in order 
to blend in with the people and camouflage illegal activities carried out by followers in several 
countries of the European Union and in the Middle East. 
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To : Brusaf^l a V-rnm ; Pnnrip^ 

Re: (U) I , 08/05/2004 

To this effect, one should consider the following: 

UThe system used to falsify the documents: "...just heat them up.... replace the 
photo and you're done, even if the stamp is there, the important thing is that the 
name is not burnt. " 

OThe method adapted to evade identification checks by the German Authorities is 
the following: "...once I scratched my fingers, once and I used transparent glue 
once, and another time, when I was at the welcome center and I told then I was 
Palestinian, I used a product... there's a special product that alters fingerprints... 
I made them go crazy... in Germany they did this routinely, they would surprise 
you-every-month, two-months, three-months, butTnrade them go crazy, one day 
they caught me and they let me go, they said "its not you. " I know a way that will 
allow me to alter my fingerprints. They're never the same. They had this law and 
I wold continuously alter my fingerprints. Now they erase by themselves. Not 
even the American Authorities will find me, I don't exist. " 

OThe ability to speak several languages: "...Who would have thought that one 
day I would speak English, French, Italian, Spanish, even if Italian and Spanish 
are very similar... I don 't Dutch. " 

Finally, it is represented that presently there are no attempts against NATO 
targets or against the metro in Paris. 


)<^/LES) 


Chief Director" 
End translation: 
Begin translation: 


"Tran.’icrint: 


(In the backgrounc^ herJ^ 


After the usual meetings... 


Peace be with you. 

Pea ce he with y ou. Who's this? 

HeyZZZP- 

How areyou(_ 


How are you? 

Thanks to God,, everything is fine. I was talking ?o[ 
Svain. . \ k .? with me. 

[ /■S' with you? 

Yes. 

Are you working or are you unemployed? 


\the one in 



SEC^T 


Brussels From: Rome 

(U) I I 08/05/2004 

These past couple of days I went to work.... even I have to see that man for 

work, if I go tom orrow, or if there's work, otherwise, God will help us. 

Fine, say hello t(\ \ 


^ets on ti 

ie usual greeting. 


epeats the name of the party’s name four times. It's 1:38. 



.. how come you people didn't come? 


Here\ i 

We're worKins. 

I worJdng? 

He worked for two 


He worked for two days witlv^ Y^nd Monday, God willing, he'll go with me. 

Fine.. If he's -not working vouknow'fhe expenses. 

He's not workin s\ 

how come on your last phone call you spoke to me with not so good words... you 
told me\ I 

■■ I don't want to say\ 



Yo u misy nderstood me. Mav God foreive vou. I svoke with 
tha \ \ ityour place. 

One minute... one second... I'll call you from here. 

(In the backgroun d \ ;alls \ \ ind says: "is this okay?") 

Turn it down, turn it down. 

I'm talking from the cell phone. 

This is fine, it works. 

Fine, thank God. 

I called X \ the other time, and he told me 

he was going to call you. I gave him your number, did he call you? 
Not yet, anyway. I'll call him today, God willing. 

He sends his greetings. 

I'll call him back today. 

Who? 

I'll call \ oday. 

Say hello to him for me. 

Anyway, I'll send you the number of that man who owes me 
money. Try to get it. 

You have to arrange everything with that man, this way he's 
not going to give me any stories. 

Fine, I'll call first. 

He may tell me that he's never worked with you. 

I'll call him and give him your cellular number. 

Fine. 

Fine. 

Fine brother, fine. 

How's the city going where you are? 
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To: Brussels From: Rome 



08 / 05/2004 


How's the city going where you are? 


(TV being heard on the background) 



(The two men laugh) 


Is that infidel by you guys? 

Yes, yes, that son-of-a-bitch. 

(He says something unintelligible) 

He arrives on Sunday. 

No, he's going to arrive today and don't forget to teach Mma 
lesson. 

I'll spit on his face. 


Listen, did \ \ rrive? 

Not yet, but is he coming down on Monday with you to work 
or not? 

Monday, God willing. 

So, Monday he's going to work with you. 

God willing, yes. 

Did you go and live with him? 

Yes, the ^y before yesterday. 

My only concern was that you didn't pay the rent. 

We're working, now, I can't hear, there are disturbances. I'll 
call you. Peace be with you. 

Where j j I 

K.y nn thf. phone with Egypt (on the phone with his 
siste r\ { -translator's note) 

Fine, say hello to him... because I know Italy very well, the 
system in Italy is really bad, that's why I'm telling you to be careful 
for him, unde Kvtnnd? 

Don't worry. \ is a brain, there's nothing. 

Fine, fine, make, .sure he underfi ands that. 

Fine, God willing... an d[ \ he hasn't arrived and I 

haven't seen him. 


He called you? 

I haven't seen him and he hasn't called me. 

Call him home. 

No, I'm not calling him. If he needs me he can come to me. 

A-nywny. he.'.<! notdoineso good. _ | 

[ ranslator's note- his words are not clear, doesn't want to explain to ► 
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se^4^t 


To : BrusE 

Re : (U) I 



(laughs) 


: Ro me 

I 08 / 05/2004 

He was taker \ \ risht in front of me. 

God will help us. Everyone can stand it up to a certain point, he 

I 1 1 saw the way he sot taken, I understand his reaction. God 

will help us... in any case, if he asks, it will be a pleasure, if not, 
it's up to him. 

Anyway, we do n't need him, and we d idn't ask him any 

news remrdind \ how ar ^ P 

I \ask about you and want to know 

when you're coming back. I told them in soon, in two, three days 
at the-beginning~of (illegible).. 

Anyway, I have to see the work these days... if there is 
work...a nyway. I'll come and then, if the work en d^ I'll come with 
I rnmp to Paris... anyway, say hello to \ 

and all the brothers from... (blank) 

Fine. 

Anyway, the news about the city, everything okay? 

Everything is fine... if you can, organize yourself and work 
real good until the 9. Fine. (Translator's note- he doesn't specify 
either a date nor... (blank)) 

We're here until the 9. (Translator's note- he doesn't specify 
either the date nor the hour) 

If you can remain there, organize it good, ah.. .ah.. .ah... and 
when are you coming? Come after you go to sleep. 

In Paris, have you ever gone to bed before eleven? 

Fine, is he capable of working and are you capable of 
working and do you know a cute one? (p.i.) (Acronym 
not found, content not clear) 

Don't you know that I lived in Paris and I hate the city. 

Don't you know that I lived in Paris and that I know all my co- 
workers and my co-tenants... anyway, for the time being, we're 
working and we're happy, then, we'll gather our spatulas and we'll 
come. 

Do you need qnvthim? 

No, thank vo d I 

Is there any news where you are? 

No, no news, not even old news. Nothing. 

The movement is like before, and there's nothing. 

Ah, God is generou^ 

Amen, amen... Does ^ as any news? 

Yes, yes... but he told me he would call you to tell you that 
he found the (p.i.) (Not clear) 

Yes, yes, but I told him on the Internet. The only thing is 
that we found difficulties in the mail, I send him my mail but he 
wasn't able to go in it with me. 

Yes, yes, he told me tha t you're wastim him (translator's 
note- wasting his time). is here with me. 
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To : Brus£ 

Re : (U) 


: Rome 

I, 08 / 05/2004 

(Text not clear) a lot, fine, I don't want to prolong this phone 
call* I 

Dzq \finish or not? 

Not yet. Do you want to speak with him? 

no. I 1 

Anyway, I'll call you because I need you foj 

matter. 

Fine, fine. 

Because there could be good news, God willing. 

Fine-, fine... hut he told me... 

Fine. When do you have to renew your. documents? 

I still have a year. 

Can't you come here to visit? 

Me, coming over there, by you? 

Can't you come here for one week, just for a visit, and then 
go hack? ^ 


(Phone goes dead) 


He's good... Whatdit^ 


'^ay? We don 't won 't to be 



why don't you come for a week? 

What did he say? 

God will help us. 

He will come. 

No , I wanted to talk to him regarding the matter on Iraq and also 
the one regarding | 

in regard to workf ■ 

Y e.d Tdnn'th i.nw what kind of problems he's in Inow 

because he's busy and I don't know what he accomplished regarding 

the work, because there are problems I don't understand. 

Be persistent, tell him to come. If he doesn't come, we'll go and 
come back. (Translator's note- "we'll go to France.") 


X//I 


End translation: 


//LES) Begin translation: 


SE18&ET 
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Re : (U) 

, 08/05/2004 

h6 




hlC 

hlD 

hlE 


Rome, 07/12/2004 


SUBJECTA 


d.o.b. 


TO THE EMBASSY OF THE UNITED STATES OF AMERICA 
- Office of the Legal Attache ROME 


Follow-ua 


dated 06/9/2004. 


During an analysis of the contents of the memory found in a personal computer 
seized during a house search conducted pursuant to an arrest warrant against the referenced 
subject, the enclosed photographs were recovered from lost files, which depict: 


A country house and a German road map of an area located some fifteen 
kilometers east of Cologne; 

A small suitcase 24-hour model, containing an explosive device activated from a 
cell phone. The item seems to be made out of pipe bombs whose breaking effect is 
magnified by the presence of bolts and other metal objects prepared to that effect; 

A so-called “explosive vest” likely containing a device electrically activated, 
made up also of pipe bombs whose breaking effect is magnified by the presence of 
bolts and other metal objects prepared to that effect. 


b7E 


Please advise if you have any evidence to confirm the above. 
We appreciate your cooperation. 


THE CENTRAL DIRECTOR" 


^j^//LES) End translation: 



(U) Investiaation at Leqat Rome is continuing. Legat 
Rome has askedi Ifor anv further identifying information 

■b 6 
b7C 

on 

will keep receiving 

b7D 

offices apprized of developments in this 

matter. 
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To : Bru ssels 

Re; (U) |^_ 

LEAD(s) : 


I, 08/05/2004 


Set Lead 1: (Discretionary) 

BRUSSELS 

AT BRUSSELS. BELGIUM 

(U) For information and any additional action deemed 
appropriate . 

Set Lead 2 : (Discretionary) 

COUNTERTERRORI SM 

AT WASHINGTON. DC 

(U) For information and any additional action deemed 
appropriate . 

Set Lead 3: (Info) 

INTERNATIONAL OPERATIONS 


(U) For information. 

Set Lead 4 : (Discretionary) 

MADRID 

AT MADRID. SPAIN 

(U) For information and any additional action deemed 
appropriate . 

Set Lead 5 : (Discretionary) 

NEW YORK 


AT NEW YORK. NY 

(U) For information and any additional action deemed 
appropriate . 

Set Lead 6 : (Discretionary) 
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DECLASSIFIED BY 60322 DC LP/PLi 
ON 08-26-2011 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : PRIORITY 


Date: 08/05/2004 


To: Counterterrorism 


Madrid 

Paris 

Rome 


Attn: 


Attn: 

Attn: 

Attn: 


1 


SSA 

SSA 



Legat 

Legat 


ALAij 



U) 


From: M ew York 

Contact : SA 

Approved By: 

Drafted By: 

Case ID #: (U) 315N-NY-2880-10 (Pending) 

Title:: 

BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2004; 

IT - AL QAEDA 


- VICTIM; 

f VICTIM; 

pVICTIM; 




Synopsis To request Rome obtain authorization 


(U) 


) Derived From : 
Declassify On: 


(U) 



(non-USPER Group) 


Reference: 


(U) 315N-NY-288010 Serial 584 






Counterterrorism From: New York 

(U) 315N-NY-288010, 08/05/2004 


I These names were mentioned in the context or a 

apparent plan to conduct a chemical / biological attack on the 
United States . 


IlL 


e-mail and telephonic contact 


I for the purposes of further investigation into 

identities of the aforementioned individuals. 



r < 


To: 
Re : 





Counterterrorism From: New York 

(U) 315N-NY-288010, 08/05/2004 



LEAD(s) : 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) For in-formation. 
Set Lead 2: (Info) 

MADRID 

AT MADRID 

(U) For information. 
Set Lead 3: (Info)- 

PARIS 

AT PARIS 

(U) For information. 
Set Lead 4: (Action) 

ROME 


AT ROME 


(U) Contact 


and obtain 


authorization to pass informatio n in referenced communication to 


♦♦ 


SEOEET 


b7D 


3 


SET^T 



Embassy of the United States of America 


Office of Legal Attache 
United States Embassy 
Rome, Italy 


August 5, 2004 


DECLiSSIFIED BY 60322 UC LP/PLJ/LCIJ 
OH 08-24-2011 




FPC - IT; 

Our file: 315T-NY-288010 




Thank you very much for all of your reporting on this highly-successful operation. We 
appreciate all of your Service's diligent work to protect people from terrorist. In response to your 
lat est reporting, our Service should like to know if vou have a ny further identifying information 

on We would be most appreciative of 

any substantive information that can be shared that might help in identifying these individuals. 




This document contains neither recommendations noro^^^kins of the FBI. It is the prope 
loaned to your agency; it and its contents are not to be distributed outside your agency. 


SEARCHED INDEXED^ 

SERIALIZED FilED^ii 

ORIGINAL SE:RIAL ^ 

SEP 1 5 2004 


5 August 2004 

Our file: 315T-NY-288010 


Thank you for your assistance in this important matter. If you have any questio ns 


xucujjs. yuu iuj. yuui assis Lance m ims unporiaui uiaLici. n 

concerning this gommunication, please contact Assistant Legal Attache|_ 
Please aiJcept-my warmest regards. 


Sincerely,. 


.cting Legal Attache 



(Rev. 08-28-2000) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To : New York 


Date: 07/16/2004 


Attn: SA 


From! 


Contact: SST 


Approved By: 
Drafted By: 
Case ID #: r~ 


Title: 


ALL IHFOKHATION COHTAIIIED 
HEREDI IS OTCLA33IFIED 

DATE 08-26-2011 BY 60322 UC LP/PLJ/LC¥t 


(Pending) 



Synopsis: To provide possible 


Information. 


■ Admini stra tive: Reference telephone call from SStI 

I Counterterrorism Division, to SA | 

York Division on 07/16/2004. 


Enclosure (s) : Original NCIC 

07/16/2004. ' 


printout dated 


Details: On 07/16/2004, 

notification that a law entorcement agency queried the following 
individual in NCIC: 


Name: 

DOB: 

Date of 
Inquiry: 
Agency ORI: 


The above individual is pos sibly identical to the 
following subject your office entered f I in NCIC: 

NCIC I 
DOB: 

Further investigative action or contact with the agency 
which conducted the inquiry is left to the discretion of the New 
York Division. 3,5 a 7 -^'V-ISSO/O 

R'aRCCE' D ' iwnF XFf) 

SERIALIZED.. filed 





LEAD(s) : 

Set Lead 1: (Discretionary) 

New York 

AT New York. NY 

For any further action deemed appropriate. 

♦♦ 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence; ROUTINE 


To: Counterterrorism 


■/New York 


From : Co 


Approved By: 
Drafted By; 
Case ID #: | 


Title: 


AOT-IT-VC; 

00:NY 


IT-AL QAIDA 


Date; 07/30/2004 


Attn; SSA 
SSA 

os[ 

SSA 

saP 

/SA 





(Pending)-^ 

{ Pending )_ m 



DECLASSIFIED BY 60322 UC LP/PL 
OH 08-26-2011 


(U) GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (e) 


rovide the results of investigation conducted 







To:^ Counterterrorism From: Counterterrorism 

Re: 315T-NY-288010, 07/30/2004 


requested that the 


nSial 


at ion, 
conduct 


n 


isted above. 


(U) On 7/12/04, the| 

ositive resoonse for searches on 


provided a 


reviewed this information and determined that 


not relevant 


investigation. The positive re.qi]1t.q nn tbp> namPil 

ere for an individual named 

I does not bel ieve this indiv idual i s Identical to 

I. The remaining reports 

were also determined to be unrelated due to the 
act tnat the Dositive search results were based on matches I 













% 

■^To:"* Counterterrorism From: Counterterrorism 

Re: 315T-NY-288010, 07/30/2004 

LEAD(s) ; 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) Read and- clear. 

Set Lead 2 : (Action) 

NEW YORK 

AT NEW YORK. .NY 

[u} Please provide a Federal Grand Jury Subpoena to 


the 




(Rev. D'S-28-200g) 


SBjCRET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: Counterterrorism 

New York 


Date: 08/17/2004 


Attn; SSAl 




SSA 



From; 


New York 



Approved By; 
Drafted By; 


DECLASSIFIED BY 60322 UC L 
OK 08-26-2011 


Case ID #: (U) 

(U) 


315N-NY-288010 (Pending) 


Title 


X 


BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2004; 

IT - AL QAEDA 


- VICTIM; 
- VICTIM; 
7ICTIM; 















\NAmm-. (U) I m is an inform^isn rewry. hot finally 

EVALUATED INTELLIGENCE. 

REPORT CLASSIFIED UNCLAS E0R OFFICIAL USE ONLY 


FEDERAL BUR^fi OF INVESTIGATION 
DOlJ I 


UNCLAS 




DE RUCNFB 
ZNR UUUUU 
P 180005Z AUG 04 


FM DIRECTOR FBI 





PAGE TWO DE RUCNFB 0002 UNCLAS 


UNCLAS FOR OFFICIAL USE O NLY SECTION 02 OF 02 

SERIAL: (U) IIR I I , , 

COUNTRY: UNITED S TATES (US) 


SUBJ: ll 


rEzmminEs: 


UNCLAS 





(r^ev. oi-sp^ooa) 


• V • 

SEGfSET 

FEDEFSAL' BUREAU OF INVESTIGATION 


Precedence: PRIORITY 


Date: 08/20/2004 


To: Counterterrorism 


New York 


Attn: 


Attn: 


International Operations Attn; 



Prom ; .Madri d 

Contact ; 


Approved By: 
Drafted By: 
Case ID #: (U) 





DECLASSIFIED BY 60322 
OH 08-26-2011 


I (Pending) - — ©4. 
H5N-NY-288010 (Pending)- 


Title: (U) 


FPC - IT (SPAIN) 


UNSUBS ; 

I - VICTIM; 

[ - VICTIM; 

- VICTIM; 

BOMBINGS IN MADRID, SPAIN 
ON MARCH 11, 2004; 

IT - UNKNOWN PERPETRATORS 



Details : (^ 

advised that 


Derived Frol 
Declassify 

On 8/20/2004, 





/lr,A 


SEARCHED. 

SERIAUZED 


Ui>C 


OCT 0 4 2004 






To: 
Re : 





Count;: ert error i sm 

(U) 


From: Madrid 

08/20/2004 


(U) 


(U) 


(U) 




kwho 


resides in 


has connections to I ~l who 

is currently being investigated for liis possible involvement with 

the 3/11 Mad rid bombings . He uses cellular telephone number 

Jand maintains contact with individuals in Saudi 


Investigation 


Arabia, Egypt, and numerous areas within Spain. 

has revealed that he resided in the U.S. ^ 

He apparently left the U.S. due to pressure from police 
authorities after the 9/11 attacks. He then traveled to Egypt, 
where he stayed for six months, then traveled to Spain where he 


established himself in the Basque count ry^ 
very religious and frequents the mosque at 


Ms. 


is- kn own to -be 
Spain. 


since 




1 


I has not been seen at his residence 

and his whereabouts are unknown. Sources advise 

he may have fled the area after he had been tipped off, possibly 
to avoid surveillance from the police for the purpose of 
intending to commit a terrorist attack. 


| is requesting any available information 
that can be disseminated about this individual, specifically any 
known connections with persons or groups associated to radical 
Islamic terrorists . 



An Ads miRry bp.d in 

the identification of an 

» 1 


|in file 


number 1 

, r 

This serial i 

.s an FD-302 

of 

by New York on 9/26/200^. 

Madrid requests ^ 


authorization to release this document 
intelligence purposes only. 


for 


b6 

b7C 

b7E 


-b6 

b7C 


b7D 


b6 

b7C 

b7D 

b7E 



2 





V • 




To: 

Re: 



Coun terterrorism From: Madrid 

(U) | 08/20/2004 



b7E 


LEAD(s) : 

Set Lead 1: (Action) 


COUNTERTERRORI SM 



■b 'O 
hlC 
b7D 
b7E 


NEW YORK 

AT NEW YORK, NY 

Request authorization to release _ 

for intelligence purposes 

only. 

Set Lead 3: (Info) 

INTERNATIONAL OPERATIONS 
AT I 

(U) Read and clear. 



♦♦ 


SE^^T 

3 




FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 08/20/2004 



BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2004; 

IT - AL QAEDA 










(R^. 01-31-io03) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


To; International Operations Attn; 


Date; 08/23/2004 


Counterterrorism 


New York 


Attn; I 

uc[ 

SSP 

SSI 

Attn; SAf 


From; Madiipid 

icmtact ; 

Approved By; ^ 

Drafted By; j 


Case ID #1'""315T-NY-288010 (Pending) — ’ 


Title; UNSUBS ; 

I- VICTIM; 

[ VICTIM; 

I - VICTIM; 

BOMBINGS IN MADRID, SPAIN 
ON MARCH 11, 2004; 

IT - UNKNOWN PERPETRATOR 


AU IHFORHATION CQHTAIHED 
HERE III IS UHCLASSIFIED 

DATE 08 - 26 - 2 Q 11 BY 60322 UC LP.< 


Synopsi s ; Report additional arrests 
[regarding captioned matter. 

Details; On 8/23/04 

the following: 


reported 


On 8/19/04.1 

I u nder the direction c51 
number six arrested 


ORIGINAL FfIL 
DOCliV Pr -‘p. 


\SO LRCl.f oJ 


searcheo_/4:^ indexed/ 
SpiALIZECS—. FILEdJS 




0C| 0 4 


'i r* K 




i'o: International^Cperations From: 

Re: 315T-NY-288010, 08/23/2004 


Madrid 



Both have been identified through pr^-ints davalooed in 
book recovered in the search of the residence 


where last April 3rd, 
seven terrorists, members of the terrorist cell responsible for 
the 3-11 attacks committed suicide- when they were going to be 
arrested bv the police causing in addition, the death of one of 
the members^ 


The search of the i nterior of the 
automobile, license tag number T ~| recovered last June 15th, 

in Alcala de Henares, Madrid, located a handwritte n paper, with 


_Lbe_Jncib^le and landline telephones corresponding to| 

The mobile was his usual number and the landline was 


located in a business he controls in the ci ty of Valencia. 
located in that vehicle were DMA traces fori 


Also 

one 


of the fugitives for whom there is an international arrest 
warrant for his connections to 3-11 and of the seventh as yet 
unidentified suicide bomber of the Leganes flat. Also in this 
vehicle were remains of components of dynamites which coincide 
with those utilized in the 3-11 attacks. A search of their 
respective residences is underway. 


•b6 

hlC 


■b6 

b7C 

b7D 


h'6 

hlC 


2 


^o: Internationa^Rperations From: Madrid 

Re: 315T-NY-288010, 08/23/2004 


LEAD(s) ; 


Set Lead 1: (Info) 


ALL RECEIVING OFFICES 


For information. 


3 


(Rev. 01-31-2003) 




FEDERAL BUREAU OF INVESTIGATION 


Precedence: PRIORITY 


Date: 08/16/2004 


To: Brussels 

Counterterrorism 


Attn: 

Attn: 


Attn: 


DECLASSIFIED BY 60322 UC LP/PLJ/LCU 
01 03 - 26-2011 


Attn: 


Attn: 


Attn: UC| 

International Operations Attn: SS^ 


Madrid 
New York 

Paris • 


Attn : Leg al Attache 

Attn: I 

Attn: T.pg al Attache I 

ALAIl 



From; Rome 

Contact; 


Approved By; 
Drafted By; 



Case XP # ; (IJ 


mi I I (Pending) 

315N-NY-288010o.-(Pending) 

■ 


Title: (U) 



also known as (aka) , 


FPC - IT; 
00 : ROME 

UNSUBS ; 



- VICTIM; 

VICTIM; 

ICTIM; 


SECKET 


L/B>rp 

J! 





3U/auM 


"7/ INDCXED^ 

tt FkCoJf 

per; 1 20H4 


Re: (U) I I 08/16/2004 

BOMBINGS IN MADRID, SPAIN ON MARCH 11, 2004; 

IT - UNKNOWN PERPETRATOR; 

00 : NEW YORK 

Synopsis; ^^^)^/LES) The purpose of this electr onic communication 
(E.C.) is to provide additions ^ translations to I 
that wer< 


Reference; 


Derived 

D e c 1 a s s i 

315T-NY-288010 584 


Administrative; (U) The Case Ag ent at Leqat Rome for this 
matter is Assistant Legal Attache I I who is on a 

temporary duty assignment (TDY) . ALAT| |will return to 

Milan on 09/01/2004. 


I provided Legat Rome with additional an additional 
investigative reoort concerning the arrest of^ 


I and| I The document , as 

translated by Language Services, read as follows: 


/liES) Begin translation: 


TO THE EMBASSY OF THE UNITED STATES 
Legal Attache Office 


ROME 


As a follow-up to Memo iVb.| J we inform you that in 

the course of our investigation of the aforesaid foreign person, many telephone numbers— 
obtained from wiretapping and vre- vaid telephone cards— wer e found to have bee n either 
memorized on SIM cards -one ItaliaA I one French \ctnd one 





SECRET 


To: Brussels From: Rome 

Re: (U) I 08/16/2004 

Spanish :or handwritten in a small address book belonging t<\ 

SIM cards and address book were seized on June 7 of this year, when he became the object of 
detention measures. 

After examination, some of the telephone numbers in address book were already 

known because thky had been found among the documentation seized on March 31. 2003 from 
some Iraqis of Kiirdish oriei n during a search of their dwellins place situated oA 


\ \ They hac 

been the object of detention measures issued asextremists 

mvnlv.edin rRcriMtinp hlamic-fLp hters to he Sent to Northern Iraq, and connected with the 
leaders of the terr orist network on 

and, also, with the movement, subject of Memo No 

of 04/07/2003. ' J ' ' 

In particular: / 


Numb er accompanied 6/ the words I 

seized \ 

among the documents seized i n the anartmeni 
dwelling place of the noto rious 

is the same person as 

member of the Saudi radicm opposition, who was. 
the conversations wiretapped in the apartmen\ 


I written on the documents 



Number accomoaniedfb v the words 
the documents seized/ on\ 


Number accompc 
documents seized 


[written on 


written on the 


Number accompc 
documents seized 


written on the 


We will be grateful for any interesting items of information you may have concerning this matter. 
Thank you for your collaboration. 


SE(»ET 


THE DIRECTOR 
{signedf' 


SE^ET 


To: Brus sels From: Rome 

Re: (U) I |D8/16/2004 

M/LES) End translation: 


(U) A//LES) Investigat ion at Legat Rome is continuing. 

Legat Rome^^has askedj |for any further information on 

telephone numbers obtainea and will keep receiving offices 
apprized of developments in this matter. 


s: 


:ET 


4 



lET 



To: 
Re : 


Br u s sels From: Rome 

(U) I 


08/16/2004 


LEAD(s) : 


Set Lead 1: (Discretionary) 

BRUSSELS 


AT BRUSSELS, BELGIUM 

(U) For information and any additional action deemed 
appropriate . 

Set Lead 2 ; (Discretionary) 

COUNTERTERRORI SM 

AT WASHINGTON, DC 

^^)g^/LES) For information and any additional action 
deemed appropriate to exploit the above telephone information. 

Set Lead 3: (Info) 


hi 


INTERNATIONAL OPERATIONS 


ATI 


DC 


(U) For information. 
Set Lead 4 : (Discretionary) 


b7E 


MADRID 

AT MADRID. SPAIN 

(U) For information and any additional action deemed 
appropriate . 

Set Lead 5 : (Discretionary) 


NEW YORK 

AT NEW YORK, NY 

(U) For information and any additional action deemed 
appropriate . 



5 


Set Lead 6 : 


(Discretionary) 




(Rev.01-31-2003) 


SQSRET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: PRIORITY 


Date: 08/24/2004 


To: Brussels 

Counterterrorism 


Attn: Legal Attache 

Attn: I I L 

SSA 


Attn: 


Attn.:. 


DECLASSIFIED BY 60322 UC LP/PLJ/LCIJ 
ON 00-26-2011 


Attn: 


Attn: 


International Operations 

Madrid 
New York 

Paris 


Attn : UCI 

Attn: SS |] 

Attn : Le gal Attache! 

Attn: SSJ^ 

SA I 

Attn: Lega l Attache 

alatI 


From: Rome 

Contact: 


Approved By: 
Drafted By: 


Case ID #: (U) 



Titles 


iU) I [ (Pending) 

315N-NY-288010-^(Pending) 




also known as (aka) , 


00 : ROME 




S^B^T 


•HyHHHIiO < T HSEXED 
FILED 


NOV 2-2004 



[gnil 


Re: (U) I \ 08/10/2004 

^ UNSUBS b7E 

^ ^ I I - Victim; 

I - Victim; 

- Victim; 

BOMBINGS IN MADRID, SPAIN ON MARCH 11, 2004; 

IT - UNKNOWN PERPETRATOR; 

00 : NEW YORK 

Synopsis; }^//LES) The purpose of this electronic communication 
(E.C.) is to provide receiving offices with additional 


lasr 


I rega rding telep hone numbers 
identified during the course of the|. [investigation. 




Derived ; G-1 

Declassify^n; X5 


Reference? 


315T-NY-288010 584 


Administrative; (U) The Case Ag ent at Legat Rome fo r this 
matter is Assistant Legal Attache I | who is on a 

temporary duty assignment (TDY) . ALAT will return to 

Milan on 09/01/2004. 

Enclosure (s) : A list of telephone numbers identified bv th 

I in their investigation 


proviaea negat Rome witn a use or cerep none nu 
e course of their investigation I 






From a Dlanner seize 




^X//1jES) For the benefit of receiving offices, Legat 
Rome notes that the headings for the list of telephone numbers is 











To: 

Brussels 

i From: 

1 Rome 

Re : 

(U) 


1 08/10/2004 


translated as follows: "Dictura" means "Wording;" "Utenza" 

means "Telephone Number;" and, "Nazione" means "Country." 

J)c//LES) Investigat ion at Legat Rome is continuing 
Legat Rome^nas asked F ~| for any further information on 

telephone numbers obtained and will keep receiving offices 
apprized of developments in this matter. 



SECRET 


To: Brussels From: Rome 

Re: (U) I I 08/10/2004 

LEAD(s) : 

Set Lead 1; (Discretionary) 
BRUSSELS 

AT BRUSSELS. BELGIUM 


(U) For information and any additional action deemed 
appropriate . 

Set. Lead .2 :. (Discretionary) 

COUMTERTERRORI SM 

AT WASHINGTON, DC 

()s 7/LES) For information and any additional action 
deemed appropriate to exploit the above telephone information. 

Set Lead 3: (Info) 


(U) For information. 

Set Lead 4 : (Discretionary) 

MADRID 

AT MADRID. SPAIN 

(U) For information and any additional action deemed 
appropriate . 

Set Lead 5 : (Discretionary) 

NEW YORK 

AT NEW YORK. NY 

(U) For information and any additional action deemed 
appropriate . 

Set Lead 6 ; (Discretionary) 


S^^i 


4 





FEDERAL BUREAU OF INVESTIGATION 


Precedence ; ROUTINE 


Date; 08/26/2004 



be 

b7C 

■b7E 


(U) 


Title 


‘ X 


(U) 


- VICTIM; 

VICTIM; 

?^ICTIM; 

- \ 


BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2004; 



be 

b7C 


(U) 


Enclosure ( s) : Cs) 

Enclosed for New York 

are ACS checks, ] 

/A 

results. 

and photographs of 

J 


, 


b6 

b7C 

b7D 

b7E 


Reference: (U) 315N-NY-288010 Serial 597 



(^c(\ft:b59«U/piL 




[aipjfel 




I una 

arrested 


IngsHsisRR 


I resident or| Valencia, 

Both have been 

identified through prin ts developed in a book recovered in the 
search of the raaidence l 

where last April 3rd, seven terrorists, members 
ot the terrorist cell responsible for the 3-11 attacks committed 
suicide when they were going to be arrested by the police causi ng 
in addition, the death of one of the members I I 


any identical matches . 


I ACS checks did not produce 

See enclosed for all ACS results . 














(Rev. 01-31-2003) 


■^^e^T/ORCON/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To : Counterterrorism 


ALL IlFOraiATIOl-I COITAIMED 
HERE II IS OTCLASSIFIED EXCEPT 
TiJHEPi: SHOOT OTHERWISE 


Date: 09/07/2004 


International Operations 

Madrid 

New York 


Chicago 

From; T apna 

Contact! 
Approved By; 
Drafted By; 


Case ID #;^ 


315T-NY-288010 


(U) Title ! 


UNSUBS ! 


Attn: 

Attn: 



SSA 


SSA 

T A 

Attn.: 

SSA 


lA 

Attn: 

Attn: 

Legat 


ssaF 

c a| 

Attn: 

SA 


SA 

Attn: 

JTTF 



( Pending )-^03 
(Pending)— 
(Pending)i- '2_‘E!0 
(Pending)_<g^| 



I I VICTIM ; 

BOMBINGS IN MADRID, SPAIN 
ON MARCH 11, 2004; 

IT- UNKNOWN PERPETRATOR; 


DATE: 03-26-2011 

VICTIM; CLASSIFIED BY 60322 UC LP/PLJ/LCW 
VICTIM; PEAS ON: 1.4 (c,d) 

CTIM; DECLASSIFY ON: 08-26-2036 b6 


? ■ ( (ntncvcn Jk 


^SjEBK^i^RCON/NOFORN 


SEiMllEO. 


iNOExeq^ 

FllE0_lS 


n? L. i 


w ^^sea^^ORCON/NOFORN 

^(^nterterrorism From: Tampa 

315T-NY-288010, 09/07/2004 


AOT - IT - VC; 

00:NY; 

AL-QAEDA RELATED INTELLIGENCE 
AND THREAT MATTERS 


THREAT ASSESSMENT; 

INTERNATIONAL TERRORISM 
ORLANDO RA 

Synopsis:: T-he pu-rpose- of t-.hA-R Finnnmiini-natTi on fa- 

results of investigation regarding! 

Tampa, at the Orlando RA, considers this lead covered 


Derived Fr^ : G-3 

Declassify^n: XI 


Reference: \ / 


itPPEI 


in Madrid. 


I and members of the Al-Qaeda support cell 

Both of these individuals are currently in custody 




Inv estigation at Orl ando revealed that 
fn-rmerlv l ived atl 

|with| 

SfeaS^/ ORCON/NOFORN 


2 






5T/0RC0N/N0F0RN 


Cc^nt ert error! sm From: Tampa 

^ 315T-NY-288010, 09/07/2004 


luary 5, 2004 to work 


On August 27, 


mmuni 


College on an F-1 s 
tuition for school, 
to .stud y engineer 
studies! I 


ihbi«iHST¥Eb 


IMBl 


street 


FfSfSE 


had bee n havinc 
born in! 


describ ed her relationship] 

as estranged and that they 


problems . She stated tr 
land his f amily was fro 
I were married 


•SRI 


had wor 


in Altamon 
work 


kl«VI4i|fkkl 


brother 


I [ceiiuiar ceiepnone 

number was j j This telephone number was actually 

in her name because her husband had bad credit. I I 

visited her husband] | and stayed 

approximately four or five days during this trip. She advised 
she could n ot remember th e street address where her husband 
was living. 1 advised her husband does not express 

any extremist views and does not belong to any subversive 
groups . 

advised thatl I 


eiieves 


S^a^T/ORCON/NOFORN 

















St/orcon/noforn 


Coimterterrorism From: Tampa 

315T-NY-288010, 09/07/2004 


■ TT. S green card . 1 

also has a sister 

1 

^ who 1 ivFjs 

and a sister 

who 


lives ir| | To | 

has visited Haiti, U.S., and Spain. 

(U) advised 


knowledge j 


(U) I [advised her father' s name is 

land he r mother's names is I I 

I speaks Arabic and French. She has 
visited Spain (Costa del So l) . France, Canada, Bahamas, U.S., 
and Morocco-. advi-sed she is- Mus-lim- but doe’s not 

go to a Mosque. 

(U) At this time. I I wa.q anlcpri to call her 

husban d \ \ | called 

te lephone number l [ from her personal c ell phone. 

SA [ attempted to communicate with [ ] but had 

difficulty hearing h im and aske d him to call back on a 
different telephone . [ [ immediately contacted reporting 

agent via his cell phone whereby he was placed on speaker- 
phone . 


as provided bv h is wife. 

1 his hrr 


United States 


[confirmed the same i nformation 

[father is 

ler is I l and his sister is 

I These individuals reside in the 



I who St 

is married to 


(U) I [advised he speaks Spani sh, 

English, French, and Moroccan Arabic. I ~| has been 

to Haiti, Spain, Venezuela, and the U.S. | | remembered 

visiting Spain several times for vacation approximately 12 or 
13 ye ars aao and also when he was twelve or thirteen years 
old. [ [ advised he had obtained a Visa from 

Morocco which was issued on Decemb er 3, 2002 and expired on 
Januarv 15, 2003. ^explained he had 


ecause 


[ did not go to Spain this time 

changed plans at the last minute. 


also advisei 
[ is from 



_[in 

ecame 


SEjS^El’/ORCON/NOFORN 












SEpK^T/ORCON/NOFORN 


o: Co^terterrorism From: Tampa 

e: 315T-NY-288010, 09/07/2004 


regnant w ith his child. | | eventua lly flew back to 

^to be clo se to her family before I 
was born . got marrie 


aporo yimateiv one mog cn nerore tne ir cni ia was 

traveled withi 


staved in 


approximately six months . | |a 

eaan to have problems and were divorced 

^advised that 



|remembered 

hearing about ] [ being involved in the Madrid bombings 

through the media but stated he di d know any of them. On 
September 8, 2004 J ~l had a telephone conversa tion 

with Reporting agent in wh ich he advised that he had asked | 

if he had any relatives related to 

the individuals involved in the bombings in Madrid, Spain and 
Casablanca, M orocco and she con f i rm ed that there we re no 
family ties. lto1 (il la lot of 


[spell their name j [and that when 

is translated from Arabic to English, it can be spelled in 
different ways depending on how t he name i s pronounced in 
Arabic. She had re- emphasized tof~ [that there wa s no 

relationship between and the f | 

reportedly involved in the Madrid/ Casablanca bombings. 


(U) I I advise 

I workea 

the early 1960 's to approximately 19 

orn during this time 


s tore 

Lwherebvl ■ — 

Isold his I 

recently been diagno 


advised thatl 


rimarilv lives wi 




amiiy 


advised that from wha 
involved in the bombings lived in 


emphasized^ that he and other members of his 

no ties or relationships to 


SEPkIt/ORCON/NOFORN 










^ S^/K^ET/ORCON/NOFORN 

Counterterrorism From: Tampa 

315T-NY-288010, 09/07/2004 


even stated that his dad*s 


second cousin is 


(U) I I further stated he does not know 

of any extremist activity (past or present) against the United 
States government and if anything unu sual, came to his 

attention he would notify the police.] |also 

advised he does not belong to any subversive group or 
organization. 


Name : 

Address : 

Former address : 


is described as follows: 


Work address : 


DOB: 

FOB : 

SSN: 

i, FBI#: 

( Florida FCIC#: 

' FLDLN: 

Misc. numbers: 
Height : 

Weight : 

Eyes : 

Hair : 

Employer: 

Home telephone# : 
Work telephone# : 


as follows: 

* 

Name : 

Address : 

Former address : 

Work address : 

DOB: 


is described 



S^S^^/OROON/NOFORN 







SBtf^T/ORCON/NOFORN 


[) To: Contort error ism From: Tampa ^ 

Re^ ^ 315T-NY-288010, 09/07/2004 / 



§pi5^T/ORCON/NOFORN 




r 


T/ORCON/NOFORN 


aunt ert error ism From: Tampa 

4 ) 315T-NY-288010, 09/07/2004 


For Legat 


Set Lead 6; (Info) 


NEW YORK 


Read and Clear. 


AT NEW YORK 


Fori 

Read and Clear. 


attentid: 



Set Lead 7: (Info) 


NEW YORK 


AT NEW YORK 

X) For I 

Set Lead 8: (Info) 


IjtTF; Read and Clear. 


CHICAGO 


AT CHICAGO 


For JTTF: Read and Clear. 


§^i^T/ORCON/NOFORN 


10 


(RSJv. 01-31-^003) 


■SEpJSfiii/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To; Counterterrorism 


Date; 09/09/2004 


Attn; 


Counterterrorism 


Attn; 


Baltimore 
Eos Angeles 
v/New York 


Attn: 

Attn: 


SS. 

SA 


£ 


Philadelphia 


Attn; ASAd 

i/sa|_; 
Attn; ASAC 

ssA r 




From; Philadelphia 

Allentown Resic ^ent Aaencv 
Contact ; SSRA 


Approved By; 
Drafted By; 


Case ID #; 



( Pending ) — /^// 
(Pending)— 

( Pending 
(Pending)—/^ 
(Pending)—/:^ 
(Pending)—^ 
(Pending)— 
(Pending)— ^ 
(Pending)—^ 
(Pending)— '7 
(Pending)- 2-, 


1 1 

SSA 



11 

1 


be 

b7( 

b7J 



■bo 

b7C 

\b7E 


DATE: 08-26-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCl 
KEA301: 1.4 (c5 
DECLASSIFf 01: 08-26-2036 


( 3 ) . Title: 


IT " UTHhlK 


ALL IlFOPI-IATIOl COITAIHED 
HERE II IS mrCLASSIFIED EXCEPT 
I.JHEP1 SHOII OTHERWISE 


^^S^cJttf^iOSrOFORN 






SEARCHED 


PALIZED 


INDEXE0_ 

'filed 


SEP 16 2004 |( 


y? 


DRK, 




bl 

bo 

b7C 

b7E 




SJSa^T/NOFORN 


; Philadelphia 
09 / 09/2004 


IT - AL QAEDA 
UNSUBS; 

I- VICTIM; 

I VICTIMS; 

- VICTIM; 

BOMBINGS -IN MADRID, SPAIN 


- AL QAEDA 


- AL QAEDA 


IT - AL QAEDA 



IT - AL QAEDA 



AL QAEDA 


IT - AL QAEDA 


Synopsis: information of receiving offices and for action by 

Baltimore Division upon review of investigative summary being provided 
by Philadelphia Division, Allentown Resident Agency. The Philadelphia 
investigations captioned above were recently connected to the lead set 
in referenced communication in part via a recently made consensual 
recording and toll record analysis. Also for information of receiving 
offices, Philadelphia Division, Allentown Resident Agency is 
conducting a criminal material support investigation on captioned 
Philadelphia subjects. Philadelphia gathering and disseminating 
through IIRs all intelligence being gleaned during the course of this 
investigation while pursuing the criminal aspect as an adjunct to 
intelligence gathering efforts. 

S|3g«^/NOFORN 








T/NOFORN 


To : -pour 

Re.: 



Philadelphia 

09/09/2004 


>^5^ In March 2004, | |was arrested by Bureau of 

Immigration and Customs Enforcement TbiCE) at JFK Airport while 
preparing to travel to Syria. Among other items the following were 
fo und in his possession: business card for ] 

FI^ I I of the I slamic Center o f Passaic Countv; 

lecuer rrom | (subject closed ] 

Secretary nf ^^hp Isl^ic Circle of North America (ISNA) 

supporting |gualif ications to lead cnnarp-aational nravers 

and teach the Quran; and the business card of 

I —I I and others loyal to believed it 

was who pro vided the ne cessary information to the FBI and 

BICE which predicated] ] arrest. 


/(\) I |replacec3| |as the day to day leader of 

this group and began to frequent a mo's^e located at 134 W. 4th 

Street, Bethlehem, Pennsylvania. | 1-ig aign hni.^inrr mapf-i nrr.c! nn 

Saturday evenings at his residence, 

Reliable source information advised i [ arranges for young American 

males to travel to Syria and study. One such individual was 

si^5®^/NOFORN 



s^Saiggr/NOFoiui 


To : 
Rg!..: 


oiTn1-ia-rhia-rT'or--i c!Tn Tn-iim 


Philadelphia 

09/09/2004 


identified as 


an 18 year old, high 


school senior is preparing to travel to Syria upon completing his 
education in the U nited States. 'A cooperating witness is also being 


groomed by[ 


to travel to Syria for religious training. 









^SECR^T/NOFORN 

£>m: Philadelphia 

09 / 09/2004 


In a, what you call. 

He's still living in 
right? 

Yeah 


p He was a funny brother, 


Right (ui) . You talk to him at all? 
X haven't talked to him, bu t I talke 


:o him probably 


He talks weird Arabic, right? This guy. 

Who him? 

Can you understand him? 

No, we have to a come in between, you know? 
Hard dialect? 

The dialect it is a .... 

Remember he used to 


I Sounded wexrd, 

right? 

He is’ a fianny brother. 

He is a real funny guy. I 


What does he do there? Does he work? 


Yeah, he is 
Spain befor 



a , he does 


JXT During consensual recordings with the CW, | | has 

explained "at length his involvemenb_sad_tli_£ighting as a mujahadeen in 
Afghanistan against the Russians . I has also discu ssed the 

Taliban and Al Qaeda opera tions in Afghanistan. | claims to 

have relatives who live in of Afghanistan which 

^sc^TmoFom 





3?/N0F0RN 

Philadelphia 

09 / 09/2004 


[during a consensual rec 

sa±d there are. two wavs to supoort Palestine. 


Philadelphia was unable to 


the tape. 


consensual Iv recorded 


explaine 


il 


then describes how Usama Bin Laden, 


I Usama Bin Laden tollowers fought against anc 

hilled these Muslim s . Usama Bin Laden called this the Fatwa against 
the non-believers . I went on to explain that Afghanistan was to 

have the training pamn.s to .prepare those who were going to fight in 
Palestine. (Note: never states he met Usama Bin Laden) 

^ continues on the recording discussing the two 

wars ; _ regular war and irregular war. The irreaul^ar war is like 

guerrilla wa rfare . I has military 

experience. I I in the context of the Palestinian struggle and 




durina a consensual recordina b 


I scaues cnev wij.x oe rorgiven : 

their sins and rewarded by Allah. I [goes on to say Muslims must 


S^tat^T/NOFORN 












IT/NOFORN 


(U) 


To : 

I... 


Cnnnl-PT-1-p-rr-nr-i gm P’r-ntin • Philadelphia 

09/09/2004 



b7E 


(U) 


(U) 


(U) 


(U) 


(U) 


hold on to their religion because living in a country like America, 
dominated by non-believers, is difficult. 


■M- 


Later on same 


dateT 


explains to f 


he first worked! 


1 explains how b 7 c 


Philadelphia opine s based on reviewing the several hours 
of consensual record ings between I ~ I that 


I are leading this group ,_[ 


H 


-1-S cai 


tious and 
and 


looks long term with regards to recruiting 
others) , but clearly does not back away from a suotie, yet consistent 
effort to influence others to remain loyal to the mujahadeen fighters 
who are against the U.S. Government. This technical cut is a prime 
example of the group's current level of careful conversation, yet 
willingness to act on instruction. 


b7D 


bb 

b7C 

b7D 


During 


f3 


consensual recording | 

the ability to send money to Hamas through 
Islamic Relief. Phil adelphia believes this to be Islami c Relief 
Worldwide (subject of | [ based on review of^ 


records which reveal telephonic contact with Islamic Relief , 1919 
Magnolia Blvd, Burbank, California) . 


land be 

b7C 
b7D 

toll 

'West 


, . . >^) , 

dxscussxon by[ 


Also during this consensual recording there was 


Virginia which was searched by the 
down, This was on the heals ofl 


[regarding a place in 

FBI , The FBI shut th e location 


Tne FBI snut tne 
1 describing how he F 


"they choose to fight, every Muslim. " 


b6 

■b7C 

b7D 


describes how 


ati 


^ Of interest is during a recent drive-by 

residenc e one vehicle at this l ocation was registered to 


(former subject of FI 

in Florida. 

1 |was identified as| 

|£or Usama Bin Laden 

1 ^ 


1 left the U.S. for Jordan! 

and was 

a-r-ri=-c!l-f=>rl nn 19/^Q/QQ 


1 admittea to| 

r 





b6 

b7C 

b7D 

b7E 


SE6BET/NOFORN 
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To : po 

Re : 


siCl^/NOFORN 


Philadelphia 

09/09/2004 


(U) A listing was found in thp 2004 Hi n -nnnn p.1 1y Cross 

Reference Directory for telephone ntiinber which .indicat es 

that thfa fniiKqr'-r-i T-ifay -Fn-r 1-h;qh number was| | 

I According to the Hi ll-Donnelly Cross 

Reference pirectory this was a new listing at thel 


(U) Analyst Note: The information published in the above 
directory is data from the year 2003. 


A search of the 2003 - 200 4 Verizon Surer Page telephone 
directory revf^elp^d a nnhl i rcacnr-f^ of | 

|with telephone number | is 

also li sted in the Lehigh University Telephone Directory for 2002 - 
?nn3 ag l , 1 address of 


with telephone number of | 

University Telephone Directory 


is shown as having lived at | 

I T on the cempne of T.ehigh TT n i -^rera i tv .1 | 

telephone n\jmber during thati_tijiie_j£rame was I I A search of 

Automated Case Support (ACS f met with negative results . 




T/NOFOKN 







3J/N0F0KN 



Philadelphia 

09/09/2004 


Accordin g to t he City Publishing Cr oss Reference Dir ectories for 2002 

and 2001, |~ | had been a subscribe rl ~| siniC6 200J S 

public records search conducted on | H indicates that is a 

student at Lehigh University located in Beth lehem, PA and currently 
resides atl I A ■nrevinu.q address also 


I during 2002. A check of the Lehigh 
Uni versity Telephone Directory for 2002 - 2003 sc hool year indicate s 

thad laddress at that time was listed as the 

■ I and had telephone n;imber of l 

is listed in the Graduate Student section of the Lehigh 

Directory and the Graduate Teaching Assistant section o f the 

di ■rpc^oT-^;^■l iT-faVi-jg-h University office is located a d 

and lis ted h is office telephone number as I 

A sRsrch 0 -- ACS snd Ims^t with negative results fori \ 



search of the] 

for Pennsylvania located an expired Pennsylvania 



drivers license expired] | 

(U) A check of NCIC re vealed that an 
with a D OB ofl |has Maryland drivers license n 


t 





(U) Also of interest was a se arch, ofl [conducted for 

overseas travel fo r | | This i ngui 2 rv resulted in a 

positive m atch for I who wris travfqli'rig with I | PO 

I born ini I His address of destination in t he US w as 

I Iwas t raveling with i I as 

when they arrived I ~|back in the US. 

According to information provided i . 1 were 

planning a wedding date to be deteirm inedl [ A check of 

NCIC revealed thatl |has SSN of| land Alien 




IT/NOFORN 












/NOFORN 


Coun terterrorism From: Philadelphia 

C® ^09/09/2004 


Registr ation Number (ARN) ofj 

1 currently r esides at | 

~l This report 
^ r not in I la s the 

records search for lindicg 

still associated with t he I 
checks were negative fod 


According to the NCIC check. 


tes however that| | was born 

search determined. A public 
lat as of April, 2004 he was 

t ddress listed above. ACS 
This information on 


I were previously provided to the Baltimore Division's 


JTTF. 


(U) Philadelphia has jintermiiied |was witq while 

she attended Lehigh University. | \ may have toowledge of or was 

the recipient of the telephone contact (s) outlined in the MADBOMB 
lead. 


(U) A review of the 2004 - 2005 Lehigh Valley Verizon 
SuperPages and the 2004 - 2005 I.ahiah Vallav Vail nw Rook ravealad a 

listing for h- 

(LOCATION WHERE I I hAVE BEEN SURVEILLED 

TO AND MOSQUE THEY DISCUSS ON CONSENSUAL RECORDINGS). This location 
serves as^ a mosque which is frequently by most of the captioned 
Philadelphia subjects. 

(U) A search of the Hill-Donnelly, City Publishing and R. L. 
Polk Cross Refe rence Di rectories fn-r fh(=> t-irnfa r>f^-rind nf 1QQ« tTrni 2004 

did re veal that resided at | 

I and maintained telephone number Tne City 

Publishing Cross Reference Directories also indicate that| |had 
been living at the above listed address since 1995. In contrast, the bi 
1997 R. L. Polk Bet hlehem - Easto n City Cross Reference Directory hi 

lists I as residing at I I 


U I address accor ding to the Pol 

telephone numbe: 

The directory indicates that this is a new listin 





'SSSSStfiiT/NOFORN 



To : xCou n ter terror if 

Re^ I 


J5S0S5T/NOFORN 

From ; Philadelphia 
09 / 09/2004 


(U) A sea rch of I I revealed Penn rvI van i a Onera t nr .q 

License Number (OLMlI I in the name of | 

I which was issued or and 

expired or l I Descriptive information provided bv the 

Penns i ^^^^■^^an^ a P apartment of M otor Vehicles indicates that| I is 

holds SSN of I I and has a DOB of 

( U) A public re cords search was conducted on 

with SSN ofl ] The following addresses have been associatre 

with! I and the above SSN through this public records search: 


0) I I is currently associated with telephone nuiti 

It is believed that the area code for this number is 


that thrs xs the area cod 


however the listed address 


SlSSB^/NOFORN 



IT/NOFORN 


To: Counterterrorism From: Philadelphia 

Re: I 09/09/2004 


. (U) A search of the internet revealed that there are several 
references to the n amp* [ ~ I r g>vp>ra 1 of which may include references 

or sites r elated to th^ listed above. A possible e-mail 

address of was located as well as what appears to be 

several links to Yemeni internet sights and an employment site for 
people to get information regarding employment in the Middle East. 

(U) A review of public records for 

~| found only limited information on a | I who 

according to t-hn nc^ public records currently resides at I 

A fur ther search of public records did not reveal any 

further information on I I and drivers license information 

could not be obtained from Pennsylvania Bureau of Motor Vehicles 
through NCIC. 

(U) A search of NCIC doc\jmented that I DOB 

[ wa s born in the and entered the United 

States (US ) on has Alien Registration # of 

a nd confi rms the SSN mentioned above. The last known 

address for i I a ccording to the Immigration and Customs 

Enforcement (ICE) is I 


ACS was queried for 


This do cument which contains I pnntsf 

Iwas obtained during a search oJE 
computer . Serial 33 is an extensive list od 
from across the US. 


I dated 


.siamic Organizations 


\ I is also listed in| 

dated 07/Q9/2QQ1. In this document source reporting indicated that 

would be attending the 3rd Entrepreneur/ Investor 

meeting of the Islamic Chamber of Commerce and Industry (ICCI) being J 


held at the 
07/1&/2001. 



1300 Chesap 
is listed as 


I dated 09/16/199< 



I and SSN o£ I I tc 

I also provided his address~~o f | 
Lephone number I I 

I I Istated that 


CA on 


the interview of 

In b6 

IS described as ^7c 

provided his DOB as^^ ^ 


who does not 


T/NOFORN 


15 










T/NOFORN 

Philadelphia 

09/09/2004 


U) A •Dublic records search located! 


I with telephone nuitiber| 

A s earch of the Lehiah Valiev. PA Yp.IIow Bonk for 2Q04- 2Q( revpalf 

that! I al s o has hel eohone numbers- of I W d | 

at the| According to the public record 

search^ lis also associ ated with an address lo cated at| 

and telephone number of I ~l 

search of the 2004 Hill-Donnelly Cross Reference Directory and the 
2Q04 -20Q5 Lehicrh Valiev. PA Yellow Boo k telephone diT-ppho-rv 

thatl ~ is located at| ^ 

I ana is also asedciated with telephone number^ 

I land fax number of | in addition to 

I An advertisement in the yellow page sect ion of the ot the 

Yellow Book telephone directory states that | | is involved in the 
Sales, Rental and. Service of medical equipment such as wheelchairs, 
hospital beds, etc. 


T/NOFORN 





desc: 


I | in touch with the "right brothers" in 

Syria who can get | into Palestine so "America guy to blow 

himself up would change everything for the better." 

Also the referenced communication regarding the Madrid 
bombing suspect and connections to Philadelphia Division subjects will 
be aggressively pursued to determine the full understanding of these 


T/NOFORN 










S|Se6^/N0F0RN 


To : 
Re : 


.Counterterrorism 




From : Philadelphia 

09 / 09/2004 


Investicrative Plan 


The investigative plan includes the following 




SE^^T/NOFORN 

Counterterrorism From: Philadelphia 

^ I I 09/0$/20,04 


I<EAD(s): 

Set Lead 1:' (Action) 

ALL RECEIVING OFFICES 

(U) Receiving offices are requested to review and provide 
feedback to Philadelphia Division, Allentown Resident as deemed 
appropriate . 

Set Lead 2 : (Action) 

BALTIMORE 

AT ELLICOT CITY, MARYLAND 

Philadelphia Division suggests Baltimore Division 
conduct an investigation of I ~ 

to determine if a threat to 

national security exists. 

Set Lead 3 : (Action) 


COUNTERTERRORI SM 



(Rev. 01-31-2003) 


Sj0l(^T 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : PRIORITY 

To : Savannah 

Rome 

Counterterrorism 


From: Co 


Date: 09/11/2004 


Attn: I 

Attn: ALM 

Attn: UcT 

SSAl 




DECLASSIFIED BY 60322 0C LP/PLJ/LC0 
ON 06-26-2011 


also known as (aka) , 


FPC - IT; 

00: ROME 

UKTSUBS 

- Victim; 

Victim; 

I - Victim; 

BOMBINGS IN MADRID, SPAIN ON MARCH 11, 2004 
IT - UNKNOWN PERPETRATOR; 

00: NEW YORK 

Synopsis: To request Savannah ITC inpu t names and 

telephones numbers provided | into an Excel 

Spreadsheet . 


(uj Reference: ( 


Derived'TPs^ii/^ S - 3 
Declassify^^R'v^l 

Serial 34 


SECRET 




|>i.niAuZuij 


2 t 2004 


Counterterrorism 

09/11/2004 


St 24, 2004 



ome wit 


ist of telephone 


provided Legat 



. ^//LES)| I advised that the telephone numbers 

were identified from: 

• Three ( 3) SIM cards that were seized] 

^durincr the course of his arrest 



• From a planner seizea curing tne same operation; 

and, I 

• From wire intercepts that were conducted 

!M//LES) Legat Rome provided the following 
translations for the attached text : 

The first page of the enclosure is translated as follows: 

"Telephone numbers that were in the memorv of the SIM i 



"A: Telephone numbers with complete international pefixes 
(some are repeated because they were associated with different 
headings ) " 

"Dictura” means "heading or wording” 

"Utenza” means "telephone number” 

"Nazione” means "Country" 

The third page of the enclosure is translated as follows: 

"B: Telephone numbers without international prefixes that seem 
to resolve either to Spain or to France, because the prefix 
"0, " that precedes the number "6" is indicative of French 
cellular telephone numbers (some numbers are repeated several 
times because they are annotated with different headings or 
wordings) " 









V 



(U) Re 



From: 

ZZI 


Counterterrorism 

09/11/2004 


b7E 


"Dictura" means "heading or wording" 

"Utenza Transcritta" means "transcribed telephone number" 
"Utenza Spagnola Presumibile" means "presumed to be Spanish 
telephone number" 

"Utenza Francese Presumibile" means "presumed to be French 
telephone number" 

The seventh page of the enclosure is translated as follows; 

"C: Telephone numbers not provided with international 
prefixes " 


The tenth page of the enclosure is translated as follows: 


"Foreign telephopa numbers documented during the course of 

interception of telephone lines" 


The last page of the enclosure is translated as follows: 

"Foreign telephone n umbers that were develop ed from the pre- 
paid telephone cards 


"Utenza" means "telephone number" 
"Nazione" mean "county" 

" Interlocutors" means "jbetween" 


(U) 


^ The original lead from Legat Rome reqpiested the 
Counterterrorism Division at FBI He adcniarters exploit the 
telephone nxombers l~ I After conferring with the 


It was 

aeuerminea tnat the telephone numbe rs wer e not in a searchable 
format. In order to help facilitate ! [ they requested the 

information be provided in a Excel Spreadsheet, conducive to 
searching.. 


(U) Questions or comments regaij^dina this matter ca: 
be directed to O peration Specialist (OS) 


r 


b6 

hlC 

b7D 


b7D 

b7E 


bo 

b7C 
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sheet should be similar to the enclosure provided] 

The spreadsheet should contain a column for the 
STibscriber ' s name, telephone number, country, and if provided 
the transcribed niunber, presumed Spanish number, and presumed 
French ntimber. In addition, please add in the explanation for 
each series of nximbers, such as "A; Telephone numbers with 
complete international pe fixes (some are repeated because they 
were associated with different headings)”. 


the spread: 
SSA^ 


Upon completion. Savannah is r equeste d to send 
^ and disk to Counterterrorism ) ~| attention 
I for exploitation. 


Set Lead 2: 


(Info) 


ROME 


AT ROME. ITALY 


(U) For your information. 


Set Lead 3 : (Action) 


COUNTERTERRORISM 


Upon receipt of Excel Spreadsheet and disk from 
Savannah, )' ] is requested to conduct traces on all numbers 
referenced in the spreadsheet for connections to terrorism. 




(1^0l£3t:^S)03) 


% 


BUREAU OF INVESTIGATION 


Precedence; ROUTINE 


Date: 09/03/2004 


To: Counterterrorism 


Attn; 

Riyadh 



Attn: 

Paris 




Attn: 

Laboratory 


Attn: 

New York- 


Attn: 

From: Washinoton Field 


Contact: SA 

1 i ~ 

Approved By; 




Drafted By 





Case ID #: 


(Pending) 

Title; UNSUB (S); 







SSA 

lOS 



alatI 

1 

LegalT 


Latent Print Unit 


UC 


b6 

b7C 

b7E 


All DIFOKmTIOl COimilED 

HEElIl 15 U1CL133IFIED 

DATE 08”26”2011 BY 60322 UC LP/PLJ/LCW 


KENNETH SCROGGS - VICTIM (DECEASED) ; 
PAUL JOHNSON, JR. - VICTIM (DECEASED) ; 
JUNE 12, 2004; 

RIYADH, SAUDI ARABIA 
FPC - IT 


Synopsis: Request laboratory examination of latent p rints 

tbllected .in Riyadh, Saudi Arabia and ^photograph of 
finger prints for comparisons 


Reference : 


b6 

b7C 

b7E 


Details: On 06/12/2004, Kenneth Sicroqgs , an American citizen, 

was fatally shot in RiyadA and bis co -worker, Paul Johnson. Jr . , 
also American, was abducted. -Twc^ days later, 'a proof -c^f-life 
video of. Johnson appeared on the/ internet . On 06/18/2.(^04 ,■ 
beheading photographs of Johnson "appeared on the inte/net . 


During three searches of two Al-Qaeda safe houses and 
two vehicles linked to the murder of Paul Johnson, Jr. , FBI 
agents retrieved the latent lifts identified below. 


1 . 


contains five. latent lifts removed from a residence 

linked to the house where Paul Johnson, Jr. was murdered. 


b6 

b7C 

b7E 






SEARCHED. 


SERIALIZED, 


5 INDEXED/^ 
FILED. 



SER 0 9 2m 



Count-.(=»rhR-rrnTi 




Re; 


Count-.(=>rhR-rrnTi pm From: Washington Field 

09/03/2004 


2 . I I contains eight latent lifts rertioved from the residence 
where Paul Johnson, Jr. was murdered^: 

contains seven latent 2^tts removed from the exterior of 

a Jeep Cherokee involved in tte 06/18/2004 shootout that resulted 
in the death of ABDUL AZIZ AC-MUQRIN. 


4 


contains three l^^eht lifts removed from the Nissan 


Safari belonging to ABDJffL AZIZ AL-MUQRIN. 

5. I [ contains six latent prints removed from a residence 

linked to the house where Paul Johnson, Jr. was murdered. 

The Latent Print Unit is asked to conduct an lAFIS 
search against all prints of value. 


b6 

b7C 

b7E 


ijaboratory examination of the scanned prints for | 

I via referenced serial determined the pixel count is 
inadequate for comparison against the above latent prints. 
Therefore, Legat Paris is asked to obtain a photograph of the 
finger prints for i "l and provide the results to 

WFO. The photograph will be delivered to the Latent Print Unit 
for comparison against all prints in this case including a 
request for an lAFIS search. 


2 





‘•■St©: 

Re: 


Counterterroris m From: Washington Field 

[ 09/03/2004 


LEAD(s) : 

Set Lead 1: (Info) 

‘ COUNTERTERRORI 5M 

AT WASHINGTON. DC 
Read and clear.. 

Set Lead 2: (Info) 

RIYADH 

AT RIYADH. SAUDI ARABIA 


Read and clear. 

Set Lead 3 : (Action) 

LABORATORY 

AT OUANTICO. VA 

The Latent Print Unit is asked to conduct an lAFIS 
search against all pri nts of va lue and provide the results of 
their analysis to WFO , | | SA | 

Set Lead 4 ; (Action) 

PARIS 


AT RABAT. MOROCCO 


fin ger prin ts for 


Legat Paris is asked to pbtsin a photograph of the 


WFO, 


SA 


1 


and provide the results to 


Set Lead 2; (Info) 
NEW YORK 


AT NEW YORK 
Read and clear. 


♦♦js424703 .ec 


(Rev.'t)8-28-52000) 


FEDERAL BUREAU OF INVESTIGATION 

Precedence: PRIORITY Date: 09/07/2004 


To: Counterterrorism 



International Operations 
Security 


New York 


Rome 


Attn: 


uc[ 

1 

SSJ: 



Attn : I 

ssa[ 


bl 

b 6 

b7C 

b7E 


Attn: ADIC| 

a/sacL 

A/A SAcI 

ssaI 


Attn: LEGAT 

ALAT 
ALAT 


Attn: 


Attn: Personnel Security Unit 


From: New York 


Squad 



Contact : SA 



AU IHFOM-IATIOIJ COHrAniED 

HERE III IS imCLASSIFIED EXCEPT 
TOEEZ SHOOT OTHERWISE b6 

■b7 
b7 

DATE: 10-05-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCl 
PEAS 01: 1.4 (c) 

DECLASSIF/ 01: 10-05-2036 

Case ID #: (U) 315N-NY-288010 (Pending) 


Approved By: 


Drafted By: 


(U) 


Title: ( 




- VICTIM; 


VICTIM; 


3lF(\/-t\/N-23^0IQ 




0 




SEARCHED. 


SERIAL12E{^ 



ntlW ^ 







Counterterrorism From: New York 

(U) 315N-NY-288010, 09/07/2004 


I |- VICTIM; 

BOMBINGS IN MADRID, SPAIN, 

ON MARCH 11, 2004; 

IT - AL QAEDA 

Synopsis request countiry olearanee, 

Counterterrorism Division concurrence and ADIC authority for NYO 
personnel to travel to Milan, Italy in support of above- 
referenced investigation. 


Derived From : 
Declassify On: 



Details; As recipients are aware, at approximately 7:39 a.m. 

(Madrid time) on 03/11/2004, the first of a series of 10 
explosions at four sites occurred at the Atocha train station 
(the main train station in Madrid) . The death count was last 
reported at 190 dead and 1,800 injured. At this time, there are 
no Americans among the dead who were identified. Three US 
Citizens were injured and are identified as follows:] | 


three were treated and released. During the investigat ion,! 

also kno wn as was 

identified! jof the 3/11 Madrid Bombings. 


iM ) On Tue sday, J un e 8, 2004, | 

' I arrested! a | [ Egyptian, and ! 

a Egyptian, for their roles in terrorist 

activities around the world. Bo th currently remain in Italian 

custody but are seeking the extradition of 

for his role in the March 11, 20() 4 Madrid Bombings. 

Investigation has indicated that has resided in France, 

Spain, and It aly in the recent past. Information has also been 
received that attended an Al-Qaeda training camp in Saudi 

Arabia, and has traveled to Sudan and Afghanistan. 




2 





Counterterrorism From: New York 

(U) 315N-NY-288010, 09/07/2004 


(X) An English translation of a conversation held 

between on May 26, 2004, was received by FBI New 

York on Augu st 3, 2004. It appea rs that this conversation was 
monitored by | 1 using m icrophone surveillance 

(MISUR) . During the conversation] j states the following to 


"Do the Americans think they can stop us? There are 
other ways, they'll see. Do you remembe r that wo man I spoke to 

you about, remember? What's her name. . . . . I have bad 

news, she was uncovered but I slam wil l prevail, sorry, there are 
other women but I'm sorry for j Do you know how MOUATTAF 

prepared her? He prepared her with many medicinal products. If 
they throw a "stik" (could mean stick) a whole American 
neighborhood will be wiped out . . . (small part of the 
conversation is unintelligible) . . . peace upon him, peace upon 

his soul (editor's note — evidently MOUATTAF is dead) . . . but 

she's n ot the first and she won't be the last. There's 

there's there's the Palestinian, the Chechenyan, the one 

from Afghanistan, Indonesia, Kashmir, Pakistan or the one from 
Malaysia. Just say it and they'll come. There ' s | 
just ask... I'm sorry that the plan for t he fir st one didn't go 
well, that she was uncovered, now we have j j She's ready, God 
is great . . . " . 


Additio nal inform ation rece ived from Legat Rome, 

from MISUR of ] [ illustrates ability to falsify 

documents, alter his fingerprints, as well as his ability to 
speak several languages to include English, French, Ital ian, and 
Spanish. Th e contents of t he conv ersations clearly lead i 

to believe that is the prominent figure of a 

terrorist organization. 


FBI New York is seeking to obtain as much 
information as possible about the above transcript concerning a 
possible biological/chemical attack in the United States, to 
include all avai lable inf ormation that c oul d possib ly further 
identify] ] MO UATTAF, ] and ] The above 

statement refers to] [being "uncovered" . Assuming this means 
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To: Counterterrorism From: New York 

Re: (U) 315N-NY-288010, 09/07/2004 


she was arrested, can it be determined who arrested her and can 
the FBI get access to her.' 

H New York requests the aforementioned travel 
or the purpose of facilitating additional 

inves tigation and sharing of intelligence in this matter with 

New York notes the outstanding liaison being conducted by 
Legat Rome, but believes that additional avenues of investigation 
may be f acilitated through exchange o f information between New 
York and 


The information of primary interest to New York at 
this time includes the following: 

1) A ll telephone numbers associated with the subjects 

of the investigation. 

2) All toll records associated with the telephone 

nximbers associated with the subjects of this invest igation. 

3) The results of any traces conducted by 


I based on the telephone 

numbers and toll records associated with the subjects of this 
investigation . 

4) Any electronic-mail addresses and accounts 
associated with the subjects, and any trace information developed 
therefrom. 

5) Any financial accounts associated with the subjects, 
and, any trace information developed therefrom. 

6 ) Any availa ble information that could possibly 

further identify MOUATTAF, from 

the above translation. 


NYO personnel would be able to provide | 
with valuable analysis concerning any telephone numbers provided 
to FBI New York related to t he Investigatio n. NYO personnel 
would also be able to discuss the possible and 

likely connection between the 03/11 Madrid Bombings and, 



, and the Casablanca, Morocco 


Bombings on 05/16/2003. 





s™t 


To : 
Re: 


Counterterrorism From: New York 

(U) 315N-NY-288010, 09/07/2004 


(U) 




SA 


conversations with Rome ALAIl 


ha s had several te 1 ephoni c 

and ALAT 


regarding this matter. Both ALATs believe ; 

i-t would be beneficial 

for FBI New York to speak regarding and his 

investigation. ALAt| 

[has identified September 22 and 23, 
would be available for discussion. 

2004, as da ties thatl 1 


ALAT 


also identified S^l 


a level 4 Italian 


speaker who will be TDY to Rome during the month of September, as 
one who will be able to act as FBI New York's translator. FBI 
New York would plan on traveling to Milan on Monday, September 
20, 2004 and returning to New York on Friday, September 24, 2004. 


iU) 


are : 




The New Yorlc JTTF personnel requested to travel 


Name : 
SSAN: 
DOB: 
FOB: 



Security Clearance: 

Name : DET.f 

SSAN: 

DOB: 

FOB: 

Official Fassport:j^ 
Security Clearance: 


Top Secret 


(NYFD, Assigned JTTF) 


Expires] 
secret 



5 


bo 

b7C 

b7D 


b6 

b7C 


b6 

b7C 




r_ij 




Counterterrorism From: New York 

(U) 315N-NY-288010, 09/07/2004 


LEAD (s): 

Set Lead 1: (Action) 


COUMTERTERRORI SM 


AT WASHINGTON. DC 


Please obtain country clearance. Counterterrorism 

Division conGurrence and provide for NYO JTTF 

members to travel to Milan, Italy. 


Set Lead 2: (Action) 


ROME 


AT ROME . ITALY 


personnel . 


Please obtain country clearance for travel of NYO 


Set Lead 3: (Action) 


SECURITY DIVISION 


WASHINGTON. D.C. 

Provi de Legat Rome with Security Clearan ces for 
and JTTF Det . 
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FD-772 (Rev. 5-5-98) 


REPORT OF OFFICIAL/UNOFFICIAL FOREIGN TRAVEL 

09/09/2004 

Please Read Carefully 

Note: Form must be typewritten or printed clearly in black ink . All questions must be answered. Submit original questionnaire and one 
copy to your Division Security Officer. 


\2. EOD Date 


3. Title/Grade 


4. Division 
New York 


I Special Agent] | New York 

~5, Primary Job Responsibility 6. SCI Access 

Special Agent • 

T. Family Members/Uthers I raveiing with you (Indicate if any are foreign nationals) 


Travel Status 

0 Official n Unofficial 


NYPDDed 


Relationship 

JTTFmembeif 


Place of Birth 


8. Proposed Itinerary (Use separate sheet if necessary) 


Cities/Countries to be Visited 


Milan, Italy 


09/20/2004-09/24/2004 


Mode of Travel 
Airplane 


9. Reasons for travel (Indicate frequency) 
Official Business 


10. Will you be traveling with a tour group? 
□ Yes 0 No 


11. Relatives or Friends to be visited or anticipated contacts (U.S. Citizen or Foreign National) 

Name 1 Address 

SaI I ALAT Milan 


Tfione Number 



Briefing Date: v 


Debriefing Date: 


curiry uiiicers ciignature 


1 - Employee’s Security Subfile (67- 


kll IlFOPmTIOl COimilED 

HEBE IN IS UlCLASSIFIED 

DATE 08-26-2011 BY 60322 UC LP/PLJ/LCl 



FD-772 (Rev. 5-5-98) 


REPORT OF OFFICIAL/UNOFFICIAL FOREIGN TRAVEL 

09/09/2004 

Please Read Carefully 

Note: Form must be typewritten or printed clearly in black ink . All questions must be answered. Submit original questionnaire and one 
copy to your Division Security Officer. ^ 


I . Official Bureau Name 


2, EODDate 


3. Title/Grade 
Detective 


4. Division 
New York 


5. Primary Job Responsibility 6. SCIAccgSS 

Terrorism Investigations 

T P'a m i ly M embers/Others Traveling with you (Indicate If any are loreign nationals) 


Travel Status 

0 Official □ Unofficial 


Relationship 


Place of Birth 


8. Proposed Itinerary (Use separate sheet if necessary) 
Cities/Countries to be Visited 


Mode of Travel 


Milan, Italy 


9/20/04-9/24/04 


Airplane 


9. Reasons for travel (Indicate frequency) 
OrUcial 


10. Will you be traveling with a tour group? 
□ Yes 0 No 


1 . Relatives or Friends to be visited or anticipated contacts (U.S. Citizen or Foreign National) 


Address 


Phone Number 


Briefing Date: 


Debriefing Date; 


^fecurity Officer’s Signature 


1 - Employee’s Security Subfile (67- 


ILL DJFOFmTIOM COl-milED 
HEPEIM IS OTCLASSIFIED 
DATE 08-26-2011 BY 60322 UC 


[.P/PLJ/LCW 



(Rev. 08-28-20j00) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: IMMEDIATE 


Date: 09/16/2004 


To: Counterterrorism 

DATE: 00-26-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCIJ 

REAS OH: 1.4 (c) 

DECLASSIFf OH: 08-26-2036 


International Operations 


Security 


New York 


Rome 


Attn: 


Attn: 


Attn: 



Language Services Section, 
LSTC-n'^ I 


Attn: Personnel Secu rity Unit 


Attn: ADIC 

SAC 
ASAC 
SSA 


Attn: LEGAI 

ALAT 
ALAT 


bl 

b6 

b7C 

b7E 


From: New York 

Squad I ~~1 

Contact: SA|_ 


ALL IHFORl-IATIOH COITAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


Approved By: 


Drafted By: 


Case ID #: (U) 315N-NY-288010 (Pending) 


■b6 

b7C 

b7E 


(U) 


Title: ( 


VICTIM; 


1_|- VICTIM; 

- VICTIM; 

BOMBINGS IN MADRID, SPAIN, 







To: Counterterrorism From: New York 

Re: (U) 315N-NY-288010, 09/16/2004 


U) 


J) 


J) 


IT - AL QAEDA 


Synopsis : To request country clearance, 

Counterte rrorism Division co ncurrence and ADIC authority for NYO 
translator! Ito travel to Milan, Italy in support 


bl 

b6 

b7C 


of above -referenced investigation 


Derived Frbxn^^ G-3 
Declassify/(5n>\Xl 


Details : 


K) 


) NOTE: An identical EC dated 09/07/2004 was issued 

and JTTF NYPD 


requesting approval for the travel of SAj 
Detective 


to Milan, Italy in support of 


Captioned Investigation, 
advised by Milan ALAT I 


On Septem ber 16, 2004, New York was 
land Rome ALAT 


that it wo uld be a "tremendou s" he lp if N ew York Office 
translator 


Squad 


could travel with the 


New York contingent and act as the translator. 


: :X . As recipients are aware, at approximately 7:39 

a.m. (Madrid time) on 03/11/2004, the first of a series of 10 
explosions at four sites occurred at the Atocha train station 
(the main train station in Madrid) . The death count was last 
reported at 190 dead and 1,800 injured. At this time, there are 
no Americans among the dead who were identified. Three US 
Citizens were injured and are identified as fn11ow.c!:l I 


three were treated and released. 
I 1 also kno wn as 


identif ied|_ 


During the investigati on! 


lof the 3/11 Madrid Bombings 


was 


M 


I 


On Tue sday, 
arrested I 


June 

1 ■ 


8. 2004, r 


Egyptian, 


■ bigyptian, . 
tor their roles in terrorist 


ana 


activities around the world, 
custod y but 


Both currently remain in Italian 
are seeking the extradition of 


for his role in the March 11, 200 4 Madrid Bombings . 

Investigation has indicated that l | has resided in France, 

Spain, and ItaliL.J_n_the recent past. Information has also been 
received that attended an Al-Qaeda training camp in Saudi 


Arabia, and has traveled to Sudan and Afghanistan. 


b6 

b7C 

b7E 


be 

b7C 


All 


b 6 

b7C 

b7D 




2 


To: Counterterrorism From: New York 

Re: (U) 315N-NY-288010, 09/16/2004 


(U) 


[U) 


(U) 


(U) 


between]] 


Ml 


An English translation of a conversation held 

I on May 26, 2004, was received by FBI New 

York on August 3. 2004. It anne^rs that this conversation was 


monitored by 
(MISUR) . During the conversation! 


using m icrophone surveillance 




states the following to 


"Do the Americans think they can stop us? There are 
other ways, they'll see. Do you remembe r that wo m a n I spoke to 
you about , remember? What ' s her name . . . | ~1 . . I have bad 

news, she was uncovered but I slam wi ll prevail, sorry, there are 


Do you know how MOUATTAF 


other women but I'm sorry for 

prepared her? He prepared her with many medicinal products. If 
they throw a "stik" (could mean stick) a whole American 
neighborhood will be wiped out . . . (small part of the 
conversation is unintelligible) . . . peace upon him, peace upon 
his soul (editor's note-- evidently MOUATTAF is dead) . . . but 
she's n ot the first and she won't be the last. There's] ] 

there ' s | | there ' s the Palestinian, the Chechenyan, the one 

from Afghanistan, Indonesia, Kashmir, Pakistan or the one from 
Malaysia. Just say it and they'll come. There's] | 

just ask... I'm sorry that the plan for Hn«a f-i-rai- ono gr^ 

well, that she was uncovered, now we have] ] She's ready, God 
is great . . . " . 


(X) Addit ional Inform ation rec eived from Legat Rome, 
from MISUR of | | illustrates I l ability to falsify 

documents, alter his fingerprints, as well as his ability to 
speak several languages to include English, French, Ital ian, and 
Spanish. Th e contents of t he conv ersations clearly lead 

_to believe that ! I is the prominent figure of a 


terrorist organization 

: M FBI New York is seeking to obtain as much 
information as possible about the above transcript concerning a 
possible biological/chemical attack in the United States, to 
include all available inf ormation that could possi bly further 
identifv l I MOU ATTAF, I I The above 

statement refers to I I being "uncovered". Assuming this means 

she was arrested, can it be determined who arrested her and can 
the FBI get access to her. 


. . K 

■ities fc 


New York requests the aforementioned travel 
authorities for the purpose of facilitating additional 
inves tigation and sharing of intelligence in this matter^ 


New York notes the outstanding liaison being conducted by 


b6 

b7C 

b7D 


■b6 

hlC 


bo 

b7C 


■b6 

b7C 


b7D 


3 







To: Counterterrorism From: New York 

Re: (U) 315N-NY-288010, 09/16/2004 


(U) 


(U) 


Legat Rome, but believes that additional avenues of investigation 
may be f acilitated through excha nge of information between New 
York and^ 


The information of primary interest to New York at 
this time includes the following: 

1) All telephone numbers associated with the subjects 


of the 


(U| 


investigation. 

2) All toll records associated with the. telephone 
numbers associated with the subjects of this invest igation. 

3) The results of any traces c onducted by 

I I based on the telephone 

numbers and toll records associated with the subjects of this 
investigation . 

4) Any electronic -mail addresses and accounts 
associated with the subjects, and any trace information developed 
therefrom. 

5) Any financial accounts associated with the subjects, 
and any trace information developed therefrom. 

6) Any availa ble inform ation that could possibly 


further identify[ 


the above translation. 


MOUATTAF, 


from 




NYO personnel would be able to provide the 

with valuable analysis concerning any telephone numbers provided 
to FBI New York related to the Investigatio n. NYO personnel 
would also be able to discuss I I the possible and 

likely connection between the 03/11. Madrif^ BnmhincrR 1-h^ 


Bombings on 05/16/2003. 


Tj ana the Casablanca, Morocco 




conversations with Rome ALAT[ 


] ha s, had several te lephonic 


for FBI New York to speak wi th[ 


investigation. ALAtQ 

2 004, as dates that the[| 


j 


and ALAT 


regarding this matter. Both A LATs beli eve it wo uld be beneficial 


regarding 


] and his 


has identified September 22 and 23, 
would be available for discussion. 

FBI New York would plan on traveling to Milan on Monday, 

September 20, 2004 and returning to New York on Friday, September 
24, 2004. 


b7D 


:b6 

b7C 

b7D 


bb 

b7C 

b7D 

b7E 


b6 

b7C 

b7D 


(U) 

are : 


The New York JTTF personnel requested to travel 


Name : 


h6 

hlC 


s: 


IT 
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To: Counterterrorism From: New York 

Re: (U) 315N-NY-288010, 09/16/2004 


LEAD (s) : 


Set Lead 1 : (Action) 

COUNTERTERROR I SM 


AT WASHINGTON. DC 


El^.ease obtain co' 
Division concurrence and provide 
to travel to Milan, Italy. 


int.T-v C!l p.ar-anrip . 


Count ert error! sm 
for NYO member 


Set Lead 2 : (Action) 

ROME 


AT ROME . ITALY 


personnel . 


Please obtain country clearance for travel of NYO 


Set Lead 3 : (Action) 


SECURITY DIVISION 


WASHINGTON. D.C. 


FBI Translanor 


Provide Tifiaat Pomp with Security Clearances for 


♦♦ 






1 


ALL DIFOPmTIOl COITAIIED 
HEFEIH IS U1CL133IFIED 
DATE 08^26-2011 BY 60322 UC LP/PLJ/LCW 

REPORT OF OFFICIAL/UNOFFICIAL FOREIGN TRAVEL 

Date: 09/16/2004 



F0-772 (Rev! 5-5-98) 


Please Read Carefully 

Note: Form must be typewritten or printed clearly in black ink . All questions must be answered. Submit original questionnaire and one 
copy to your Division Security Officer. 


1. 

Official Bureau Name 

Travel Status 




L*d Official 1 1 Unofficial 


2. 

EOD Date 

3. Title/Grade 

4. Division 

j 


. 

LS 

Intelligence 


5. Primary Job Responsibility 

6. 

SCT Access 

Interpreting/traslating/liaison 




T Family Members/Others Traveling with you (Indicate if any are foreign nationals) 


Name 

Relationship 

Place of Birth 

N/A 

N/A 

N/A 

8. Proposed Itinerary (Use separate sheet if necessary) 


Cities/Countries to be Visited 

Milan 

Date 

9/20/04 

Mode of Travel 
Air 

9. Reasons for travel (Indicate frequency) 

Official meetingl f d'not know 

10. Will you be traveling with a tour group? 
□ Yes 0 No 


1 1. Relatives or Friends to be visited or anticipated contacts (U.S. Citizen or Foreign National) 


Name 

Address 

Phone Number 

N/A 

N/A 



Briefing Date: Debriefing Date: 


b6 

b7C 

b7D 





1 - Employee's Security Subfile (67- 


Sub S) 


(Rev. 01-31-2003) 


SE<^ET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : PRIORITY 


To: International Operations Attn: 


Date: 09/15/2004 


New York 


From: Rome 

Contact: 

!lApproved By: 

Drafted Bv: 

TH 

Case ID V) 315N-NY-288010 


Attn: 


SSA 
LA 

sjCZ 

Squad I 


DECLASSIFIED BY 60322 UC LP/PLJ/LCl 
OH 08-26-2011 


Title; 


-VICTIM; 

I - VICTIM; 

h VICTIM ; 

BOMBINGS IN MADRID, SPAIN, 

ON MARCH 11, 2004, 

IT-AL QAEDA 


Synopsis : 


(U) To advise country clearance has been granted.' 
Derived'p^'sW^: G-3 



Derived Frsjw : G-3 

Declassify XI 

Details: ajS:/ Pursuant to request in New York's E.C. dated 

09/07/2004, Lteqat Rome has rece ived co untry clearance for the 
travel of SA l "l and Pet j JTTF, 

to Milan, Italy, for the period of September 20, 2004, to 
September 24, 2004. Purpose of travel is in conjunction with 
referenced subject matter. 

(U) Legat Rome considers lead covered. 




SEARCHED 

serialized" 


SESRET 


NOV 4 - 2004 



To: International Operations From: 

Re: 315N-NY-288010, 09/15/2004 


LEAD(s) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 


Rome 


.(.g.). .p-o-r in-format-ion... .P-l.eas.e re.a.d a nd clear 



FD-36 (Rev; 1-3 1-2003) 


(S) 


;(S) 
(S) 


(S)r 


(U) 


DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
ORGANIZATIONAL MESSAGE FORM 


TRANSMIT VIA: 



PRECEDENCE: 

□ IMMEDIATE 

□ PRIORITY 
13 ROUTINE 


Tlafn 09/17/2004 
PAGE 1 OF 2 


DIRECTOR FBI 


CLASSIFICATION: 

□ TOP SECRET 
0 SECRET 

□ CONFIDENTIAL 

□ UNCLASEFTO 

□ UNCLAS 


(315N -NY-288010) 

J routine/ 


FM 

TO 

INFO FBI NEW YORK/ROUTINE/ 
LEGAT ROME/ROUTINE/ 

BT 


ALL IHFORMTIOII COHTAIIED 
HEKEIH IS mCLASSIFIED EXCEPT 
liJHEEE SHOOT OTHERWISE 


CITE: 


1 LEGAT ROME FOR 1 

lAND ALAT 

1 

YORK FOR DET.I \t 

\ND SA| 




SUBJECT; 


OF TRAVEL TO MILAN, ITALY TO 


CONDUCT INTERVIEWS IH SUPPORT OF NEW YORK'S INVESTIGATION INTO 
MADRID BOMBINGS. 

^ 


DN-SEPTEMBER 16, 2004, FBI HEADQUARTERS REQUESTED| 

FOR TWO MEMBERS OF THE NEW YORK JTTF TO TRAVEL TO 
MILAN, ITALY TO MEET I I 


REGARDING A CONVERSATION [ 


] BETWEEN AN 


INDIVIDUAL ASSOCIATED WITH 

THE MADRID 

BOMBIN(^ 

named 

AND HIS ASSOCIATE 

ALAT 

IandF 

Iare both 


IN FAVOR QF FBI Ni 
REGARDING 


CW YORK TRAVELING TO SPEAK WITH THE 
AND HIS INVESTIGATION. 






m. 


ALAT 

BE A "TREM ENDOUS'^ 


SEPTEIvi BER 16, 2004, NEW YORK WAS 
AND ROME ALAT I 
HELP IF NEW YORK OFFICE 


SQUADI 


ICOULD TRAVEL 
THE TRANSLATOR. 


MVISED BY MILAN 

I THAT IT WOULD 

translator! 

WITH THE NEW YORK 


CONTINGENT AND ACT AS 
(U) the new YORK JTTF TRANSLATOR REQUESTED TO TRAVEL IS: 


NAME 

SSAN 

DOB: 


b7E 


bl 

bo 

b7C 

b7E 


bl 
b6 
b7C 
b 7 D 
b7E 


b6 

b7C 

b7E 




E T 


DATE: 09-07-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCIJ 
KEASOI: 1.4 (c) 

DECLASSIFf 01: 09-07-2036 


bo 

b7C 


r(s) 


\ Approyed by: . 


Case ID #/Serial: 


Origihal Filenam -X 


Translator . wpd 
Time Received 




JOPE RATIQNS U SE ONLY 
filename: 


******* 


TiitiR nf Transmission 




MRI/JUL/ISN 


SEP 2 1 200‘s 


a/oi^/au i/ 07^ 

DTG f, iQ! oY 


bl 

b6 

b7C 

b7E 






FD-36a(Rev. 1-31-2003) 


DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
ORGANIZATIONAL MESSAGE FORM 


'PAGE 2 OF 2 


POB: I I 

OFFICIAL PASSPORT:! | (DIPLOMATIC PASSPORT) 

SECURITY CLEARANCE: TOP SECRET 

TRAVEL DATES: DEPART FOR MILAN ON SEPTEMBER 20, 2004 AND 
RETURN TO NEW YORK ON SEPTEMBER 24, 2004 


POINT OF CONTACT ON THIS MATTER IS 


DRV FM : G 

BT 

//// 


25X1 




FD-36a(Rev. 1-31-2003) 


DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
ORGANIZATIONAL MESSAGE FORM 


'PAGE 2 OF 2 


I FOR HIS ROLE IN THE MARCH 11. 200 4 MADRID BOMBINGS. 

INVESTIGATION HAS INDICATED THAT I H hAS RESIDED IN FRANCE, 
SPAIN, AND ITALY IN_THE_RECENT PAST. INFORMATION HAS ALSO 
BEEN RECEIVED THAT ATTENDED AN AL-QAEDA TRAINING CAMP IN 

SAUDI ARABIA, AND HAS TRAVELED TO SUDAN AND AFGHANISTAN. 


BETWEEN 





tra^ 


SLAT ION OF A CONVERSATION HELD 
ON MAY 26, 2004, WA S RECEIVED BY FBI 


THE FOLLOWING TO 



TATES 



ADDITIONAL INFORMATION RECEIVED FROM LEGAT ROME, 





FD-36a(Rev. 1-31-2003) 


DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
ORGANIZATIONAL MESSAGE FORM 



'^PAGE 3 OF 2 


(U) 


(U) 



AND 

1 THF. rnWTP’.MT.q OF THF TONVERSATIONS CLEARLYI I 

TO BELIEVE THAT 

A 


TERRORIST ORGANIZATION. 


FBI NEW YORK IS SEEKING TO OBTAIN f 


new YORK REQUESTS THE AFOREMENTIONED TRAVEL 
NOTIFICATION FOR THE PURPOSE OF FACILITATING ADDITIONAL 
JUffiESTIGAIION AND SHARIN G OF INTELLIGENCE IN THIS MATTER 
InEW YORK NOTES I 1 


(U) 


the information of PRIMARY INTEREST TO NEW YORK AT 
THIS TIME INCLUDES THE FOLLOWING: • 

1) AL L TELEPHONE NUMBERS ASSOCIATED WITH THE SUBJECTS OF 
INVESTIGATION. 

L TOLL RECORDS ASSOCIATED WITH THE TELEPHONE NUMBERS 
WITH THE SUBJECTS OF THIS INVESTIG ATION. 

RESULTS OF ANY TRACES CONDUCTED BY|_ 


2 


THE 

ASSOCIATED 
3) THE 


BASED ON THE TELEPHONE 


h6 

b7C 

h7D 


h6 

hlC 

h7D 


b6 

b7C 

b7D 

b7E 


•b6 

b7C 

b7D 
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(U) 


(U) 


• • 

DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 
ORGANIZATIONAL MESSAGE FORM 


■^PAGE 4 OF 



NUMBERS AND TOLL RECORDS ASSOCIATED WITH THE SUBJECTS OF THIS 
INVESTIGATION. 

4) ANY ELECTRONIC-MAIL ADDRESSES AND ACCOUNTS ASSOCIATED 
WITH THE SUBJECTS, AND ANY TRACE INFORMATION DEVELOPED 
THEREFROM. 

5) l 

AND 


]associated with the subjects, 


DEVELOPED THEREFROM. 


6) ANY AVAT T.ART.F. INF ORMATTON THAT COUT.D POSSI BLY FURTHER 


IDENTIFY 
ABOVE TRANSLATION. 


LILABLE INFO 
J MOUATTAF, [ 


FROM THE 


NITH 


NYO- PERSONNEL WOULD BE ABLE TO PROVIDE THEf 
VALUABLE ANALYSIS CONCERNING ANY TELEPHONE NUMBERS PROViD'ED TO 
FBI NEW YORK RELATED TO THE INVEST IGATION. NYO PERSONNEL 
WOULD ALSO BE ABLE TO DISCUSS WITH I I POSSIBLE AND 

LIKELY CONNECTION BETWEEN THE 03/11 MADRID BOMBINGS AND THE 





, AND THE CASABLANCA, 


MOROCCO BOMBINGS OW Ub/lb/20U3. 


SA| 

WITH ROME ALAl' I 
THIS MATTER. BOTH ALATS BELIEiiE 


FBI NEW YORK TO SPEAK WITH F 

I HAS 


HAS HAD SEVERAL T ELEPHONIC CONV ERSATIONS 
l AND ALAT l [ REGARDING 

IT WOULD BE BENEFI CIAL FOR 


INVESTIGATION. 

23, 2004, AS DATE S THAT 
DISCUSSION. ALATf 


[T WOULD BE BENEFI CIAL FOI 
HrEGARDING I I AND HIS 


IDENTIFIED SEPTEMBER 22 AND 
.WOULD BE AV AILABLE FOR 
IaLSO IDENTIFIED SaF I A 


DURING THE 

MONTH OF SEPTEMBER, AS ONE WHO WILL BE ABLE TO ACT AS FBI NEW 
YORK'S TRANSLATOR. 


b6 

b7C 

b7E 


h6 

hlC 

b7D 

b7E 


b6 

b7C 

b7D 
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DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 
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'PAGE 5 OF 2 S 


(U) ^ PERSONNEL REQUESTED TO TRAVEL ARE: 


NAME: SA 

(FBI) 

SSAN; 


DOB: 


POB: 


OFFICIAL PASSPORT,:! 

EXPIRES NOVEMBER 2005 


SECURITY CLEARANCE: TOP SECRET 

TI^VEL DATES: DEPART FOR MILAN ON SEPTEMBER 20, 2004 AND 
RETURN TO NEW YORK ON SEPTEMBER 24, 2004. 

NAME: DET.I |(NYPD, ASSIGNED JTTF) 

ssanI I 

DOB: 

POB : 

OFFICIAL passport! | EXPIRES 10/27/2007 
SECURITY CLEARANCE: TOP SECRET 

TRAVEL DATES: DEPART FOR MILAN ON SEPTEMBER 20, 2004 AND 
RETURN TO NEW YORK ON SEPTEMBER 24, 2004. 



//// 
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DRMTIP BY: 


DSBiDSB RMjj 


COPY DESIGNATIONS: 

1-315N-HQ-288010 

1-1 

1 - 

1 - 

1 - 

1 - 




(Kfcv,i)l-.?l-2003) 


SjaSEffiT 

FEDERAL BUREAU OF INVESTIGATION 


:u) 


(U| 

(U) 


U) 


Precedence: ROUTINE 

To; Counterterrorism 


Date: 09/08/2004 


International Operations 


Paris 



From; Ne w York 


/ 


JJTTF 

Contact ; Sa|^ 



b6 

b7C 

b7E 


Approved By; 
Drafted By; 
Case ID #: 


ALL IIIFOPHATIDK COJITAIHED 

HEPEIH IS UHCLASSIFIED EXCEP' 

WHERE SHOm OTHERWISE 


(Pending) 

(Pending) 

(Pending) 


- VICTIM; 
- VICTIM; 
7ICTIM; 

BOMBINGy IN MADRID, ypkiN 


ON MARCH 11, 2004; 
IT - AL QAEDA; 



M 

<K 


AOT - IT 
00:NY; 




DATE: Ol-Ofc-2012 

CLASSIFIED BY 60322 UC LP/PLJ/LCIJ 
REASOl: 1.4 (b.c) 

DECLASSIFf 01: 01-06-2037 


OU:HC); 


Synopsis To res pond to lead set by Paris requesting 

additional anf ormation [ 


with Madrid bombing suspeuusT 

x> 


b7E 


Derived Vr(m : G-3 

Declassif^On: XI 






-<^15 








(U) 


To: Counterterrorism From: New York 

315N-NY-288010, 09/08/2004 


LEAD(s) : 

Set Lead 1; (Info) 

COUNTERTERRORI SM 


(U) 


For information only. 
Set Lead 2: (Info) 

INTERNATIONAL OPERATIONS 


(U) For information only. 

Set Lead 3 ; (Action) 

PARIS 

AT PARIS. FRANCE 


[U) 


Please provide attached tearline to 
for investigation. 


(Rev. 01-31-2003) 




FEDERAL BUREAU OF INVESTIGATION 


Precedence : IMMEDIATE 


Date: 09/16/2004 


Rome 

Attn: 

ALAT 

ALAT 

New York 

Attn: 

sa[“ 



De^ 

Counterterrorism 

Attn: 

ssaT 



SSA^ 



From: Counterterrorism 

I 

Contact : 
Approved By: 


DECLASSIFIED BY 60322 DC LP/PLJ/LClIb7C 
ON 09-07-2011 b7E 


Drafted By: 
Case ID # : 
Title: 


315N-NY-288010^^/f?(Pending) 

- VICTIM; 
- VICTIM; 

VICTIM; 

BOMBINGS IN MADRID, SPAIN, 

ON MARCH 11, 2004; 

IT - AL QAEDA 


SyhdpMsT^ X Electronic Communication in support of New 
York's request for Country Notification for individuals to 
travel to Milan, Italy in support of their investigation into 
the Madrid bombings. 




Derived-From : 6-3 

Declassify^ On : XI 


Details: As recipients are aware, at approximately 7:39 
a.m. (Madrxd time) on 03/11/2004, the first of a series of 10 
explosions at four sites occurred at the Atocha train station 


SEERET 


3I5A/-AA/ 






To: Rome From: Counterterrorism 

Re: 315N-NY-288010, 09/16/2004 


(the main train station in Madrid) . The death count was last 
reported at 190 dead and 1, 800 injured. The death count 
exceeded 200 and over 1,800 were injured. No Americans were 
killed in the bombings. Three US Citizens were injured and 
are identified as follows:! \_ 


All three were treated and" 


■released. During the investigation. 


also known as I 

Iwas identified as a 


of the 3/11 Madrid Bombings. 




On Tuesday. 


■arrested 


June 8 , 

1 


i[ 


2004. th e l 

] Egyptian, and 


for their roles in terrorist 


[Egyptian, 

activities around the world. Bo th currently remain in Italian 
custod y but | are seeking the extradition of 

I for his roie in me raarcn 11, 200 4 Madrid Bombings, 
investigation has indicated that | | has resided in France, 

Spain, and Italy i n i-hp» racant past, 
been received thatl 


Information has also 
lattended an Al-Qaeda training camp in 


Saudi Arabia, and has traveled to Sudan and Afghanistan. 



"Do the Americans think they can stop us? ■ There are 
other ways, they'll see. Do you remember that woman i spoke 

to you about, remember? What's her name...| |.. I have 

bad news, she was uncovered but Islam w ill pre vail, sorry, 
there are other women but I'm sorry for i I Do you know 

how MOUATTAF prepared her? He prepared her with many 
medicinal products. If they throw a "stik" (could mean stick) 
a whole American neighborhood will be wiped out . . . (small 
part of the conversation is unintelligible) . . . peace' upon 
him, peace, upon his soul (editor's note — evidently MOUATTAF 


is dead) 
There ' q 


but she ' s n ot the 


i 


there ' s 


Chechenyan, the 
Pakistan or the 
come . There ' ^ 


first 

there' 


and she won't be the last, 
s the Palestinian, the 


one from Afghanistan, Indonesia, Kashmir, 
one from Mal aysia. Just say it and they'll 

I'm sorry that the 


]just ask. 


2 


be 

b7C 


b6 

b7C 

b7D 


b6 

b7C 

b7D 


bo 

b7C 



IT 


lome From: Counterterrorism 

K) 315N-NY-288010, 09/16/2004 


plan for the 
now we have 


one didn't go well, that she was uncovered, 
She's ready, God is great...". 


Addi tional in formation .rerpived .from Legat 

Rome, from MISUR of Illustrates ability to 

falsify documents, alter his fingerprints, as well as his 
ability to speak several languages to include English, French, 
Italian, and Spanish. The conten ts of the conversations 
clearly lead ] I to believe that | | is the 

prominent figure of a terrorist organization. 


J<^ FBI New York is seeking to obtain as much 
information as possible about the above transcript concerning 
a possible biological/chemical attack in the United States, to 
include a_l_L_a 5 £a liable inf ormation that could possi bly further 
identify ! I MO UATTAF.I j The above 

statement refers tc being "uncovered" . Assuming this 

means she was arrested, can it be determined who arrested her 
and can the FBI get access to her. 


(SI New York requests the aforementioned travel for 
the purpose of facilitating additional investigation and 
sharing of intelligence in this matter New York 

notes the outstanding liaison being conducted by Legat Rome, 
but believes that additional avenues of investigation may be 
fac ilitated through exchange of information between New York 
and 

The information of primary interest to New York 
at this time includes the following: 

1) Al l telep hone numbers associated with the 

subjects of the | l investiqation. 

2) All toll records associated with the telephone 

numbers associated with the subjects of this invest j rrati nn 

3) The results of anv traces c onducted by 

I based on the teiepnone 

numbers and toll records associated with the subjects of this 
investigation. 

4) Any electronic-mail addresses and accounts 
associated with the subjects, and any trace information 
developed therefrom. 

5) Any financial accounts associated with the 
subjects, and any trace information developed therefrom. 

6) Any availab le information that could possibly 

further identify MOUATTAF,| from 

the above translation. 


3 


Rome From: Counterterrorism- 

M 315N-NY-288010, 09/16/2004 


NYO personnel would be able to provide | 

I valuable analysis concerning any telephone numbers 
provided to FBI New York related to the Investigation . NYO 
personnel would also be able to discuss] |the 

possible and likely connection between the 03/11 Madrid 


le (Jasaplanca, Morocco Bombings on 


SA| I ha s had several te lephonic' 

convers ations with Rome ALAT I ~l and ALAT | 1 

regarding this matter. Both ALATs believe it would be 

benefi cial for FBI New York to soe ak I [regarding 

I l and his investigation. ALAt| ~lha.c! 1 ripn-t-i fi pH 

September 22 and 23, 2004, as d ates t hat I I would be 

available for d iscussion. ALAT | [ also identified SA 

a level 4 Italian speaker who will be TDY to 
Kome auring rne month of September, as one who will be able to 
act as FBI New York's translator. FBI New York would plan on 
traveling to Milan on Monday, September 20, 2004 and returning 
to New York on Friday, September 24, 2004, 


Name : Si^ i 

SSAN : I 

DOB: 

FOB: 

Official Passport: ! l E} 

Security Clearance: Top Secret 


Name : DET . j 

JTTF) I 

SSAN: 

DOB: 

FOB: I 

Official Fassport: 


(FBI) 


'xpires November 2005 


l(NYFD, Assigned 


Expires 10/27/2007 


Security Clearance: Top Secret 


Questions or comments regar 
1 Operations Specialist (OS) 



SECIUST 


4 



(U) 

LEAD(s): 

Set Lead 1: (Info) 

ROME 

AT ROME. ITALY 
(U) For your information. 

Set Lead 2: (Info) 

NEW YORK 

AT NEW YORK. NEW YORK 
(U) For your information. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

b7E 

(U) For your information. 



SEj 


To: Rome From: Counterterrorism 

Re: 315N-NY-288010, 09/16/2004 




♦♦ 


SE 


IT 


5 








This information is being furnis hed to addressees in an 
attempt to determine if the aforementioned 
has surfaced in captioned investigation. 



2 




To: Internationa^^perations From: Bern 

Re: 315N-NY-2 88010, 09/28/2004 


LEAD(s) : 


Set Lead 1: (Action) 


ALL RECEIVING OFFICES 


Referral/ Consult 


Addressees are requested to advise if| | 

furnished in the "Details" paragraph has surfaced in 
captioned investigation. 


3 


Till 


Sent: 

To: 

Cc: 

$ubject: 


Wednesday. September 2 ^ ?fin4 11 PM 




Madrid Bombing: 



'ArguelloLF@state.gpv' 


b7E 


We received the attached reminder I I concerning our| [requ est i n the 

Madrid bombings. If we don't provide the requested additional information,! 

advise that the.y will dose out and- -return- our request. Wh'a't do you want to do? 


b6 

b7C 

b7D 

b7E 


Thanks , 


1 ALL FBI lUFOPMATIOU COFTABIED bo 

HEPEIl IS DlilCLASSIFIED b7i 

, I DATE 09-15-2011 BY 60322 UC LP/PLJ/LCW 

U.S. Department of Justice 
O-ff-ins of Intoj- national Affairs 

202-514-0080 (Fax) 

202-514-5000 (24-Hour/Emergency) 




FEDERAL BUREAU OF INVESTIGATION 


Precedence; PRIORITY 

To: International Operations 

Counterterrorism 
New York 


Attn; 


Date: 09/30/2004 

UC 


Attn: [ 


UC 
SS^ 


SSA 


Attn: 


b6 

b7C 

b7E 




SA 



BOMBINGS IN MADRID, SPAIN 
ON MARCH 11, 2004; 

IT - UNKNOWN PERPETRATOR 

Synopsis; To advise of notification 


b6 

b7C 

b7D 


Details ; On 9/29/2004, 

notified the Consul General, U. S . Embas sy, Ma drid., by 
letter, that he had not received a more focused i 1 request from 
the U.S. authorities as had been stated in his letter of 
5/21/2 004 and d iscussed during the me etings with U. S. authorities 
(Legat^ 


b6 

b7C 

b7D 


]and DOJ Trial Attorney 


advises that unl ess he receives a response from tne 


authorities, the 
returned without 


THrE 


The letter 

U.S. 


will be considered withdrawn and will be 
her action. 


The above info rmation w as telephonica]J.y relayed tof 
1on 9/29/04 and SSa| |on 9/30/04. z t 


^ :: 



b6 

b7C 





(Rev. 01-31-2003) 


J) 


(U) 


'J) 


Precedence : PRIORITY 
To: 


BUREAU OF INVESTIGATION 

Date; 09/27/2004 


General Counsel 

Attn: 1 





Unit Chief. 


San Francisco 

Attn: 

lAl 


New York 

Attn: 

SS^ 

b6 



DetTl 

1 .b7C 

Counterterrorism 

Attn: 






L 



lAj 



SSA|_ 


From: 


OnnnhftT-1-.f^-rynr-i sm 


Contact : 
Approved By; 


Drafted By; 
Case ID #; 



'W 

Q 315T^NY.-^288010^^ .(Pendina) 


Title; 



5? 


b6 

b7C 

b7E 


^ (Pending) 


■ VICTIM; 
I- VICTIM; 
VICTIM; 


DATE: 09-15-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCl 
REAS 01: 1.4 (c) 

^DECLASSIFf OH: 09-15-2036, 


BOMBINGS IN MADRID, SPAIN, 
ON MARCH 11, 2004; ■ 

IT - AL QAEDA 


M 


00:PB1HQ 
&B0 f 


ALL INFOFI'IATIOl COHTAIKED 

HERE II IS OTCLASSIFIED EXCEPT 

wmm SHom otberiise 


b6 

b7C 

b7E 



bl 
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TO: General Counsel From: Counterterrorism 

Re: >:s:f 315T-NY-288010, 09/27/2004 


Derived^ 

Declassid 


5m ; 6-3 

Xl-25 


Reference: 315T-NY-288010, Serial 586 


Enclosure (s) : (U) Enclose 
is an oriainal and a co 




Details: -tS). A full international terrorism investigation of 

multiple unknown siibjects, non-U. S. persons, was authorized in 
March of 2004 in accordance with the Attorney General 
Guidelines due to the terrorist attack at the Atocha Train 
Station in Madrid, Spain. On March 11, 2004, 13 explosions at 
four sites occurred at the 




PIM MtSil Id ■ IMC 


rmi 




Informati 
icate that 


uring an 


eir involvement in this IT investigation, 


and the scope 


s: 






I — (TT) Anv miRRl-inn s re garding the above can be dirent-.p. d to 

FBlJ ssaI I and 

OS I I Should the institution be 

unable to fully comply with this request due to lack of 


specificity or should the institution require more detailed 
information to locate such records, t he San Fr ancis 
Office should immediately contact SSA | l or OS 

for additional information. 



h6 

hlC 

b7E 
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clear. 


For information only. Read and 









r 
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RET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


(U) 

(U) 


Count ert error i sm 

Attn: 


Attn : 

International Operations 

Attn: 

Bern 

Attn: 

Madrid . 

Attn: 

Rome 

Attn: 

Mow Vr^T-1<- ./ 




Contact 
Approved By; 
Drafted By: 



Case '^ 8 ^ 315N-NY-288010 (Pending) 

r: ^ I I - VICTIM; 


Tifele; 


ET AL; 

BOMBINGS IN MADRID, SPAIN 
03/11/2004; 

IT - AL QAEDA; 


b6 

b7C 

b7E 



b6 

b7C 

b7E 


DECLASSIFIED BY 60322 UC LP/PL J/LCIJ 
OH 09-15-2011 


Synopsis : 

■1 -mr<ac!l- -1 rra-h 




To recmest thatl Iperform appropriate 


To request that LEGAT Bern perform any additional 
investigation possible to ascertain more details regarding the 
information passed to New York on 09/28/2004. 

Reference: (U) 315N-NY-288010 Serial 617 


b6 

b7C 

b7D 





c^nterterroCTlsm Frpm: .New York 

^ 315N-NY-288010, '10/01/2004 


Ca. meetin 




LLnscestigation of| 

.had determined tha 

Italy, maintaine d teleohe 

financial support from 
Arabia . 7 


during tlje time he resided in 
contacE with and received 
^an individual based in Saudi 


connecre 
believed to have 




o the Internationa 


ist networ 


Due to the independent identification of a 
specific Saudi source of f inanc ing for Madrid bombing operatives 
by both the Legat Bern and | information, New York will pursue 
this avenue of investigation further. 










(U) 


(U) 


To : 
Re: 


QoimterterroiiMSm Frpm: ^ew York 

315N-NY-288010, 'l0/0l/2004 



LEAD(s) : 

Set Lead 1: (Info) 

COUNTERTERRORI SM 
AT 

For information only. 
Set Lead 2 ; (Action) 


COUNTERTERRORI SM 


AT 


(U) Please perfo rm appropriate investigation to 
determine i f account number I 




in the name |can be determined to have any 

connection to the Madrid bombing suspects. .In addition, please 
attempt to ascertain an y connections betw een this account and the 
individual identified asl ' 


Set Lead 3: (Info) 


b7E 


ho 

hlC 


AT_|_ 

M 


For information only. 


Set Lead 4: (Action) 


BERN 


AT BERN, GERMANY 


(ID Please request that 

1 



Please advise New York of any further information 


aeve loped regarding this matter. 
Set Lead 5: (Info) 


MADRID 

AT MADRID , SPAIN 


b7D 

b7E 


% 


SE 


:et 


3 



(U) 


To: 

Re: 




Count erterro:^i?m Frcsm: J^ew York 

^ 315N-NY-288010, '10/01/2004 


(U) 


K 


For information only. 


Set Lead 6; (Info) 
ROME 


(U) 


AT MILAN. ITALY 


Please advi sed of ongoing* investigation based 

] Shoul d sol id information be 


on information provided 

developed that may be of assistance to the I "l investigation. New 

York will disseminate in a suitable format. 


b7D 





4 




CReV. 08-28-5000) 


Precedence : 

To : Count e r t e r r or ism 

International Operations 
Madrid 

New York 
Rome 


Date: 10/04/2004 



Attn: Legat 

ALAT 


Attn: SAC I 

ASAd 

ssaT 

SSA 


Attn: Legat 

ALAT 



FEDERAL BUREAU OF INVESTIGATION 

ROUTINE 


hi 

b^ 


(U) 


From : New York 


Contact: SA 

SA 
Defer 


b6 

b7C 

b7E 


Approved By; 
Drafted By; 


DATE: 09™15-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCl 
PEASOl: 1.4 (c) 

DECLASSIF/ 01: 09-15-2036 


Case ID #: (U) 315N-NY-288010 (Pending) 


Title: 


- VICTIM; 
- VICTIM; 

- VICTIM; 

BOMBINGS IN MADRID, SPAIN, 

ON MARCH 11, 2004; 

IT - AL QAEDA 


b6 

b7C 


ALL niFOPHATIOH COHTAIlffiD 
HEPEIl IS UlCLASSIFIED EXCEPT 
liJHERE SHOm OTHERWISE 


(U) 


Synopsis 
JTTF and 




To document results of meetings between the NYO- 



DeriVod i'luiii . 0- 3 


hlD 

b7E 


UPLOADED 











OCT 0 5 2004 ^ ] 




Counterterrorism From: New York 

(U) 315N-NY-288010, 10/04/2004 


Declassify OnT~*l^ 


Details ; On Tue sday, June 8, 2004.1 

arrested I ^ also known—as 

(aka) r ■_ I Rawtian, and| 

aka| [T] f Egyptian, for 

their par ticipatio n in a terrorist orga nization. Both curren tly 
remain in | custody pt thi pj time.| | are 

seeking the extradition of for bis -rnip in i-h<=> Ma -rr^h ii ^ 

2004 Mad-ri ri Rrmnbii-nrrs Tir^ragt - 1 rrai- i i-.tj haS indicated that haS 

resided|_^ |in t-ba -rpnant nast- 

Information has also been received that I 


(U! On September 20 , 20 04. saI 

Police Dep artment (NYPD) Det ective I 
translator! I traveled to Milan. 

up on a I I r 

of' material seized during the investigate 

Also requested, was the opportunity to question 
potential threats to U.S. interests. 


York City 

I and FBI 

Italy, to follow 
reque st for copie s 


regarding 


Upon arrival in Milan on 9/21/04, ALAT 


magistrate. AliATI 
discussions I ~ 

going to be denied. 


:ingent that had been receivec 

but had not ysc bSSn assigned to a 
I also advis ed, based on in formal 

I that access to I Iwas 


I /X , ) Qa 09/22/2004 the FBI New York cont ingent, along 

with AT, AT I ^ Und Tnv/.q.qAl I m et withi I 

and| I 

I and I to discuss the 

investigation I I The meeting lasted several hours , with 

invest igators from both sides exchanging information regarding 
I land his potential connections to international terrorism. 

and his team provided the following information: 

Towards the end of March 2004, 

I provided w ith am cellular 

telephone number which was being used by I while residing in 

Milan, Italy. Fot tbg next two months thel initiated 24 hour 

surveillance on| un til he w as arrested on 06/08/2004. 

During the investigation j I was seen as a radical extremist 

who spoke about jihad, crusades against America, a martyr 


2 



To: Counterterrorism From: New York 

Re: (U) 315N-NY-288010, 10/04/2004 


program, recruijaing, and spreading propaganda thi 
intgrpet . At one point during the investiaationr 
that 


Th the ^ 

stated 

and that hia 


tri pnri s— who grained in Afghanistan were killed in the a ttacks/y 

teletihc pne number was fou nd in the pg ssession of 

who was ararested | 

3/11 Bomba^gs. I la-ifso es tablished th^tl was 

associate^ with] ~l arrested ! for his role 

in the 3/11 attacks, and SARHANE BEN ABDl^MAJID FAiaiET , aka The 
TUNISIAN, who was killed during me suiqkae bombing of the 
Leganes -apartment in Spain on 047-03/20q4 . 


J I belie ves that prior to 1998,1 |was a 

member of the I where h e receive d explosives 

traini ng. | arrived, in Germany | | During this time 

I attempted to travel to France but was deported back to 

Germany and spent one year in jail. stayed in Germany 

I I whe n it is believed that he traveled to Spain. 

I I li ved in Spain I I when he traveled to 

France . | [ traveled back to 

Spain until P when he arrived in Milan, Italy. 

_ During the ir investigation! " determined that 

was an a.q!=!n (-!i at<=> nfl I from Belgium. During a 

conversation with was overheard saying that "the 

suicide bombers going t o Iraq wi ll be ready in 90 days" and that 
they are "ready to go". \ I was arredted in Belgium. I I 

I on 

06/08/2004 . "J- 


his money/ funding I 


name was 


was also oveigheard saying that he received 

I from Saudi Arabia. 

la in| Agenda book after his arrest. 


Igl An E nglish translation of a conversation held 
between ^ ^ 2 g^ 2004, was received by FBI New 

York on A ugust 3, 2004. It ^appea rs that this conversation was 
monitored using m icrophone surveillance 

(MISUR) . During me conversation! | states the following to 


"Do the Americans think they can stop us? There are 
other ways, they'll see. Do you remembe r that wom an I spoke to 
you about, remember? What's her name... I ~l . . I have bad 

news, she was uncovered but I slam wil l prevail, sorry , there are 
other women but I'm sorry for | Do you know how] 


(~TnriT7TrT~ 


3 






To: Counterterrorism From: New York 

Re: (U) 315N-NY-288010, 10/04/2004 


(U) 


(U) 


(U) 


(S) 


(U) 


prepared her? He prepared her with many medicinal products 
they throw a "stik" (could mean stick) a whole American 
neighborhood will be wiped out . . . (small part of the 
conversation is unintelligible) . . . peace upon him, peace upon 
his soul (editor's note-- evidently MOUATTAF is dead)... but 
she's not the first and she won't be the last. There's 

4 


If 


there ' 


, JU QL . X J- ^ I 

] there's the Palestinian, the Chechenyan, 


the one 
from 


from Afghanistan, Indonesia, Kashmir, Pakistan or the one 
Malaysia. Just say it and they'll come. There 's i 
just ask.. . . I'm sorry that the plan .for .t )ie fir^ t one didn't 


well, that she was uncovered, 
is great . . . " . 


now we have 




go 

She's ready, God 




/ \ 


In regards to this conversation J 

I stated that they be lieve the 

conversation was hypothet ical in nature and | | was using 

psychological training on | l and trying to convey the idea 

that their Jihad is so strong that they can do anything. Tha 


had not uncovered any information regarding possible associates 
mentioned during the translated conv ersation reference d above and 
do not know of any other contacts of^ 


r 


jX) I I investigation revealed that b howed 

- ^ ■ *1 n Ji _ 


a modified software program where one signal could be sent to 
multiple cellular telephones simultaneously (which could be used 
for simultaneous d etona tions) . This s oftware program was 
confiscated by the | I durincr l I arrest and was determined 


to be commercially available. 

iK> 


[ 


do not believe' 


cnac ne 


believe 


to be a low level gopher and 


has any real information or contacts,. 


cooperating [ 


will not be deported to Spain and is currently not 


K[ 


Jprovided the FBI contingent with two e- 

mail addresses of importance to their invest iaatioq: 

\ I also 


provxdeclj multiple pages ot telephone numbers that were discovered 
as a result of their investigation. FBI New York is currently 
working with FBI HQ i- n nhfa-in nn on these accounts that 

could be disseminated 


At the conclusion of the meeting,!" 


sugg ested that the NYO representat ives meet the f ollowing da’ 


with[ 


investigation . 


Jassigned to the^ 


1 


h’6 
hi C 


he 

hi C 
b7D 


b6 

b7C 

b7D 


bo 

b7C 

b7D 


bl 

b6 

b7C 

b7D 


■bo 

b7C 

b7D 
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Counterterrorism From: New York 

(U) 315N-NY-288010, 10/04/2004 


in 09l23f2C 
met withi 


.. TL_ J was brie fed] | 

regarding the meeti ng the previous d ay. I advised 

that t he U.S.| [pertaining to the I I investigation of 

I wag .goiiag to be assigned to | 1 I 

also advised that he and | [ have set aside 

October 18th and 19th to address the U.S. government's!"^ 

request . On 10/18/04, NYO personnel will be given the 

opportunity, I. ' I to question I I 

As stipulat ed] all question s will be asked thro ugh 

[ with NYO personnel in the room, 
requested that a list of topics be providea prior co cne 

interrogation. On 10/19/04 all material requested in 

will be turned over to FBI New York and representatives of the 
Department of Justice (DOJ) . 


The NYO is currently working with the U.S. 
Attorney ' s^Oriice, SDNY and Department of Justice, 
Counterterrorism Secti on (CTS) , regarding amending 
also request access toj 


(U) York will continue to coc 

regarding ana lysis of materials turned over 


5 


To: Counterterrorism From: New York 

Re: (U) 315N-NY-288010, 10/04/2004 


LEAD (s) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) For informational purposes 




d-2003) 


t CTl • • 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 10/06/2004 

To: New York Attn: I 

saI 



Title : 


[ VICTIM; 

ET AL; 

BOMBINGS IN MADRID, SPAIN; 
03/11/2004; 

IT - AL QAEDA 


Synopsis: Per telcall and e-mail contact with Sa I | Legat 

Bern considers lead set in Ser 624 to be covered pending NY 
having specific follow-up questions to information furnished by 
Bern in Ser 617 and further corroboration be developed by 


Reference: 2-NY-288010 Serial 617 

Details: None. 


HEEEDI IS IIMCLISSIFIED 

DATE 09-15-2011 BY 60322 UC LP/PL 







ROUTING DOCUMENT 


TO: SSAl 

FROM: 


Sfii 


DATE: 9/22/04 


■b6 

•b7C 


SUBJECT: IMMEDIATE - FINANCIAL DATA ON POSSIBLE MADBOMB LEAD - 
TERRORISM 


FILE #: 


ALL IHFOREIATIOH COHTAIKED 
HEEEIH IS OTCLA33IFIEP EXCEPT 
WHERE SHOWN OTHERWISE 


(S) 


ACTION REQUESTED: NONE 
SPECIAL HANDLING INSTRUCTIONS: 


DATE: 10-12-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCW 
PTASON: 1.4 (c) 

DECLASSIF/ OH: 10-12-2036 


(S) 


On 2/4/74, the Bureau directed the field to provide the Bureau with copiest 


(S) 

(S) 


(S) 


In the past, the responsibility to com ply with th e above 1974 Bureau instruction 
rested with the operational squad receiving f Reporting r equirements, h owever, 

have evolved considerably since 1974, and information obtainee^ lis 


incorporated iritb routine reporting sent to the Bureau by the N^ We advised tpe 

Bureau UACB in January of 1 997 tha t the NYO will only prov ide ihe BureW with 


j 2 j ACTION REQUESTS that go beyonq 

regarding action beyond ‘Information on^^ 

( 2 ] fesponsibility of the operational squad. -tS) 


Any dop umentation 
is the 


•(S) 

.(S) 

'(S) 


Our office has experienced a considerable increase in communicationl 
The I htelligence Analyst coordinating t he information flovy will now forward the 


under this cover in the orioinat formatl 


attempted to reformaC 


In the past, 1-24 


] but due to the increased information flow the 


time it took to do this was unacceptable. We determined it was better to get the 
information to you in a raw format quickly, than to provide a polished communication in 
days, or in some cases, weeks later. ^ 


If a response is requested, simply e-mail th e followinq to lAJ 
q \ I lunder an e-mail titled “RESPONSE 

T f £ X . 


format an EC for you, suitable for uploading, and will return it to you 


will 


(S) FILE #: (we need to have the correct file # and title so the EC can be properly 
formatted.) 

TITLE: 

CASE AGENT/SQUAD: 

TEXT: (response to request - this will qo into the DE TAILS section of the EC and the 


(S) 


bl 


bl 


bl 


bl 

b6 

b7C 








I 1 1 iiii iiiiiii " <1*1 hi I^L 


Autho] 


Composed: 01:10 PM Today 


hi 

be 

b7C 


Subject: IMMEDIATE - FINANCIAL DATA ON POSSIBLE MADBOM B LEAD 


Country/Issue; TERRORISM 


ALL IlFOPIiATIOH COHTAIHED 
HEKEIl IS OTCLASSIFIED EXCEPT 
T^IHEPi: SHOm OTBERIISE 


DATE: 09-15-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCl 
KEA301: 1.4 [c) 

DECLASSIFf 01: 09-15-2036 


Ref: NONE 



b7E 




(S) 

.(31 

(S) 

(S) 

(S) 

(U) 


(U) 



FM DIRECTOR FRI f31fiN-NY-?RSnin^ 
TO ZEN/1 17PLA| 

INFO FBI NEW YORK/ROUTINE/ 
LEGAT ROME/ROUTINE/ 

BT 


l/ROUTINE/ 


CITE: 



PASS 

dtvisionJ 

bosJ 1 lAND 

ILEGAT ROME FOR ALAT' 

AND ALAI 1 

1 YORK FOR DET.I 

Vkhd S>1 1 

1 


DATE: 09-15-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCW 

PEASOET: 1.4 (c) 

DECLASSIFY ON: 09-15-2036 


ALL INFOPHATION COIITAIHED bl 

HEPEIH IS mfCLASSIFIED EXCEPibo 
WHERE SHOWN OTHERWISE b7C 

b7E 


SUBJECTS 
CONDUCrWT 


3 ? 


F TRAVEL TO MILAN, ITALY TO 
PORT OF NEW YORK'S INVESTIGATION INTO 


IbKV I bWb IN bU 
MADRID BOMBINGS. 

I ^ ^ ^ OR TWO MEMBERS OF T HE NE W YO RK JT TF TQ T R/^VEL TO 


oni 


MILAN, ITALY TO MEET WITH| 

REGARDING A CONVERSATIORl |MONITORED BET] 

INDIVIDUAL ASSOCI ATED WITH THE MADRID BOM BI NC. NAMF 
AND HIS ASSOCIAT B I ALAT I I aND I . 

IN FAVOR O F FBI NEW YORK TRAVELING TO SPEAK WiTH 
regarding ! _| AND HIS INVESTIGATION. 




R™ AM 


RE BOTH 






ALA 


; gTON SEPTEMBER 16. 2004, NEW Y pRK WAS ADVISED B Y MILAN 


]aND ROME ALA 





% 


HAT iTwnni n 


BE A ‘TREMENDOUS" HE LP IF NEW YORK OFFICE TRANSLATOI 
□could travel with the new YORK 


a 


bl 

b6 

b7C 

b7D 

b7E 


ingent and act as the translator. 

THF NFW YORK JTTF TRANSLATOR REQUESTED TO TRAVEL IS: 


NAMEJ 
SSAN:1 
DOBJ 
POB:| 

s^:e<^T 




b6 

b7C 

b7E 






v-»^ .•t 


V 


PAGE TWC 


OFFICIAL PASSPORT:|_, , | 

SECURITY CLEARANCE] j 

TRAVEL DATES: DEPART FOR MILAN ON SEPTEMBER 20, 2004 AND 

RETURN TO NEW YORK ON SEPTEMB ER 24, 2004 

POINT OF CONTACT ON THIS MATTER IS| 



' 0-954) (ReV. §?l-97) 


DEPARTMENT OF JUSTICE ^ 

FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 


^ P AGE -4- 


DECLASSIFIED BY 60322 UC LP/PLJ/LCTJ 
OH 09-15-2011 


ROUTING SLIP 


DATE: 9/21/04 


TO: I 

FBINY 


FROM: 


Clearance, Access, D ata Man agement Unit 
Room 4256, Extension FBIHQ 


Subject: PASSING CLEARANCE REQUEST 


The clearance for the below-listed individual (s) 
was passed by teletype on 9/7/04 to the 

AMEMBASSY ROME/LEGAT ROME/AMCONSUL MILAN, as requested in 
your written communication, received 9/7/04. 


You should advise your point-of-contact at 

the agency being visited to contact that agency ' s 

Security Office for verification. 

The individual (s) is as follows: 


be 

b7C 


be 

b7C 


DATE(S) OF VISIT- COMMENCED: 9/20/04 - 9/24/04 



^ — ' HLW 1 


DEPARTMENT OF JUSTICE ' 

FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 


■'0-93b (Rev. ‘^1-97) 


4 S EGRET 


DECLASSIFIED BY 60322 UC LP/PU/LCW 
OH 09-15-2011 


ROUTING SLIP 


DATE: 9/21/04 


TO-:. 


FROM: 


Subject: PASSING CLEARANCE REQUEST 

The clearance for the below-listed individual (s) 
was passed by teletype on 9/21/04 to the 

AMEMBASSY ROME/LEGAT ROME/AMCONSUL MILAN, as requested in 
your written communication, received 9/7/04. 

You should advise your point-of-contact at 

the agency being visited to contact that agency's 

Security Office for verification. 

The individual (s) is as follows: 

I h6 

hlC 


FBINY 


b6 

b7C 


Clearance, Access, Data Man agement Unit 
Room 4256, Extensiorl I FBIHQ 


DATE(S) OF VISIT COMMENCED: 9/20/04 - 9/24/04 



0-93b (Rev.tr-l-gv) 


DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 


'^ g A GB -4 UNCLAS E F T 0 FOUO 


ALL DIFOMLATIOl COHTAIHED 

HEREIH IS OTCLA33IFIED 

DATE 09-15-2011 BY 60322 UC LP/PLJ/LCU 


ROUTING SLIP 


DATE: 9/17/04 


TO: I 

FBINY 


FROM : I I 

Clearance, Access, D ata Man agement Unit 
Room 4256, Extension | | FBIHQ 

Subject: PASSING CLEARANCE/ACCESSES REQUEST 


b6 

:b7C 


The clearance and accesses for the below-listed individual (s) 
were passed by teletype on 9/17/04 to the DOS for 
AMEMBASSY/LEGAT ROME, as requested in your written 
communication, dated 9/16/04. 


You should advise your point-of-contact at 

the agency being visited to contact that agency's 

Security Office for verification. 

The individual (s) is as follows: 

be 

b7C 


DATE(S) OF VISIT: 9 / 20/04 - 9 / 24/04 



FD-542 (Rev. 01-31-2003) 



FEDERAL BUREAU OF INVESTIGATION 


Precedence: PRIORITY 

To : New York 

Count ert error i sm 


Attn: 


Date: 


SSA| 

Detective 
Off I 


10/06/2004 

I 


1 be 
J b7C 


b7E 



(U) 

(S) 


(U) 


be 

b7C 

■b7E 




IT - AL QAEDA 


BEASBEi 1.4 (c) 

DECLikSSIF/ 01: 09™15™2036 


hi 


Synopsis; iSL 


( U ) Reference : 


{^) Derived PromNvfl^ 

Declassify 

315T-NY-288010 Serials 586 and 623 


ALL INFOPHATIOW COHTAIWED 
HEREIN IS UNCLASSIFIED EXCEPT 

W HE RE SHOm OTHERWISE 


(S) 


Enclosure (s) ; 


1) 

2) 


Enclosed for New York are the following items: 


invoice I I dated iu/Ub/2UU4,| 

I tor expenses incurred in processing 



bl 

b6 

b7C 

b7E 









r_ij 


New York From: San Francisco 

M315T-NY-288010, 10/06/2004 



On 10/05/2004 n .ai aivr pnm rz 

e-mailed the results found 

via the FRT's. internal svstavft, TO I 

I I New York with a courtesy copy to| 

Counterterrorism Division. 


j fll)- [contained in serials 

623 and 169 is considered covered by San Francisco. 


3 










To: New York From: San Francisco 

Re : m 3 1 5T-NY- 288010, 10/06/2004 


LEAD(s) : 

Set Lead 1: (Action) 

NEW YORK 

AT NEW YORK. NY 



-Pl-ease process enclosed, inYoJLce for payment to 


Set Lead 2: (Info) 

COUNTERTERRORI SM 

AT WASHINGTON. DC 


follow. 


(U) For informational purposes only. No paper to 


(Rev. 01-31-2003) 


s|2;!^/noforn 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 10/13/2004 

To: Counterterrorism Attn: I 

ss aI 

osl I 

Attn : I I 

ssaI \ 


iM. 


International Operations 

Attn : 

I 

"1 

Brussels 

Attn: 

LEGAT 


Madrid 

Attn: 

ALAT 

LEGAT 




ALAT I 



(U) 

(U) 


(U) 


U) 


F r om ; New York / 


Contact : SA 


Approved By; 

Drafted By: 

Case ID #: {^ 315N-NY-288010 (Pending) 


- VICTIM; 

- VICTIM; 

Victim; ^ 

BOMBINGS IN MADRID, SPAIN DECLASSIFIED BY 60322 UC L 

ON MARCH 11, 2004; qjj 09-15-2011 

IT - AL QAEDA; 


Titles ( 


'X 



Synopsis: ^ To advise rega rding recent .information r eceived 

from Legat Bruss els concerning | [Madrid 

bombing suspects i 



Derivea'FcQmx^ G-3 
Dec 1 a s s i f XI 


J) 

:u) 


Reference 


= x> 


315N-NY-288010 Serial 1 


Administ rative ; Reference telcall between DET. SGT 

1 land SaI bn 09/2 0/2004 and e-mails between 

AT, ATI la nd SA I b n 09/23/2 004 and LEGAT 


and SA 


md £ 

^n 09/30/2004. 

SEbj^T/NOFORN 


^’LOADSO 
a:ith/tex t J 

•■“tVCUTTEXT 



pStSS^/NOFO'RN 


Counterterrorism From: New York 

^ 315N-NY-288010, 10/13/2004 


i/2004, DET. SGT. 
contacted SaI 


NYQ/JTT F) teiepJio nically. PET . SGlH 
^ that I [current Ivrhad I 


ladvised SA 



These individuals are helieved to nave 


been involved with the gigdup responsible for the 3./ 1.1 Madrid 
train bombing s and the ^/ll suicide bombing in Leganes, Spain. 
Recent f l investigaf^^ion developed reliable information that 

these thr ee indivi duals were currently hiding [ 

DET. SGT. I reguested any disserainable locational data that 

the FBI had in its possession on these individuals. 


ALAT I 

information: 


isulting with LEGAT| ^ 

New York learned the following 


targe tine 


arrested: 


(U) On 08/18/2004, in connection with the o peration 

raided | 

land the following' individuals were 



(U) I [f u-fther advised that the arrest ed 

in dividuals identified ^sl beemed to 

be | I of the wanted i I The 

other arrested persons were released or handed over to the 
immigration service. 


New York remains very interested in the| | 

investigation and seeks to assist in any way possible. New York 
requests thatl I review any information developed on 

to date which may be helpful in 

identifying sources of refuge and financing or other locational 
data for the fugitives . New York further requests that Legat 


Sp&lJ^/NOFORN 



s|feJ?^T/NOFORN 

To: Counterterrorism From: New York 

Re: ^ 315N-NY-288010, 10/13/2004 


Brussels continue to keep New York informed of ongoing 
developments in this investigation. 


SE®ET/N0F0RN 



To: Qoimterterrorism From: New York 

Re: 315N-NY-288010, 10/13/2004 



LEAD(s) ; 

Set Lead 1: (Info) 


COUNTERTERRORI SM 



COUNTERTERRORI SM 


AT TFOS 

___ Pleas e review all information developed on | 

I and I I to date which may be helpful in identifying 

sources of refuge , financing or other locational data. 

Set Lead 3: (Info) 

INTERNATIONAL OPERATIONS 

^ I 

For information only. 

Set Lead 4: (Action) 


BRUSSELS 

AT BRUSSELS. BELGIUM 


developments ^in the 
Set Lead 5; (Info) 


Plea pe con tinue to advise New York of any 
[investigation. 


MADRID 


AT MADRID. SPAIN 



For information only. 




s: 


DATE: 01-06-2012 

CLASSIFIED BY 60322 UC LP/PLJ/LCW 
PEASOET; 1.4 (b,c) 

DECLASSIFY ON: 01-06-2037 


lALL INFOEHATION COFTAIffiD 
HEPEIN IS UNCLASSIFIED EXCEPT 
NHEPE SHOOT OTEJEOTISE 




14 October 2004 



This time is most likely Eastern Standard Time (EST) and will need to be adjusted for 
local time in France. 


The I I the 

provided a 

list of telephon e numbers identified in the course of their 

investigation o f I and | 

~| advised that the tele phone nuitiber s were 

identified from (3) SIM cards that were seized ] H ast 

June 7 during the course of his arre st, and from a planner seize d be 

during the same operation, including! I b7 

' ' b7 

REQUEST OF YOUR SERVICE; The FBI requests that subscriber 
information for these P any additional 

informatird^n of investigative value be provided. 

2| I ^ 

l^STTs (3T5T-NY-288010, ref serials 599; 615) 

Wt -r- 


This document contains neither recommendations nor^onclusions of the FBI. It is the property of the FBI and is 
loaned to your agency; it and its contents are not to be distributed outside your agency. 




D/vnt^ 





(Rev. 01-31-2003) 


SBSRET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence; IMMEDIATE 


Date; 10/14/2004 


International Operations 

Attn: 

ss^ 

lsIT 

Counterterrorism 

Attn: 


Security 

Attn: 

Pers 

New York 

Attn: 

ADIC 

SACf 

ASAC 

saI~ 

SAl 



From; Rome 

Contact 1 

Approved By;|^ 

Drafted By; 

Case ID #; \s)/ 


DECLASSIFIED BY 60- 
OK 09-15-2011 


DC LP/PLJ/LCD 


Title; ( 


/ 2 15N-NY-2 88 010-^^ ( Pending) 

Ipending) 

' Ending) 

\ [Pending) 

1 - VICTIM 
- VICTIM 
VICTIM 

BOMBING IN MADRID, SPAIN 
ON MARCH 11, 2004; 

IT - AL QAEDA 




Synopsis; To provide country clearance for travel to Milan 
Italy. 


X 


Derived PrdHk;^.e^3 
Declassify 


Details; Reference is made to NY Immediate EC dated 

10/12/04 , e-mailed to Legat Rome on 10/13/04, requesting country 
clearance for travel to Milan, Italy from 10/17/04 - 10 21/04. 


3 ( 5/0 


[U) To; International Operations From: 
Re: 315N-NY-288010, 10/14/2004 


Rome 


(U) 


Country r-1 pa-ranr-fa -j h rr-ranhpf^ 
and FBI Translator 


Italy on above dates, for reasons set tortn 


for SA| I 

to travel to Milan, 
in referenced EC. 


be 

b7C 


SE 


2 


(U) TO 
Re 


International Operations From: 
^ 315N-NY-288010, 10/14/2004 


LEAD(s) : 

Set Lead 1; (Info) 


ALL RECEIVING OFFICES 



1 


^ ^ (Rev. 08-28-2000) 




FEDERAL BUREAU OF INVESTIGATION 


Precedence: IMMEDIATE 


Date; 10/12/2004 


To: Counterterrorism 

X 

International Operations 
Security 


New York 


Madrid 

Rome 



(U) 


From: Vnr-k- y/ 




Contact: SA 



Approved By: 

Drafted By: 

Case ID #: 

\ 

Title ; ( 







b6 

b7C 

b7E 


Oj-'-LOi-siu/la 
WITH/TEXT 




WITH/OUTTEXT 




(U) 315N-NY-288010 (Pending)' 


■y\\ 


- VICTIM; 
J- VICTIM; 
VICTIM; . 


BOMBINGS IN MADRID, SPAIN, 

ON MARCH 11, 2004; 

IT - AL QAEDA; 

Reference: (U) 315N-NY-288G10 Serial 628 


sEj:s;fT 


ALL IlFOPEATIOl C OI-rTAII-IED 
HEPEII IS OTCLASSIFIED EXCEPT 
liJHERE SHOm OTHERWISE 

b6 

:b7C 


DATE: 10^05-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCF 
PEASOl: 1.4 (c) 

DECLASSIF/ OH: 10-05-2036 






"I 




be 

b7C 





> 




To: Counterterrorism From: New York 

Re: (U) 315N-NY-288010, 10/12/2004 


(S) 


(U) 


(U) 


(U) 


(U) 


(U) 


Synopsis : To request country clearance. 

Counterterrorism Division concurrence and ADIC authority for NYO 
personnel to travel to Milan, Italy in support of above- 
referenced investigation. 

Derxved From 
Declassify O; 


bl 



Details : 


X) 


As recipients are aware, at approximately 7:39 
a.m. ('Madrid' time)' on 03/TI/'20Q4, the first of a series of 10 
explosions at four sites occurred at the Atocha train station 
(the main train station in Madrid) . The death count was last 
reported at 190 dead and 1,800 injured. At this time, there are 
no Americans among the dead who were identified. Three US 


1 dpobI 

I o£l I ' 

1 1 hom 

1 andl 

rmoB\ \ 

of 

I All' 

i-hr-s(=> w(ar-(=» t-T-p.at(=»rq and released. , 

DuT-ina ths -i TTvssti crat i nn. 


■b6 

b7C 


identified 


was 


On Tuesday, 
arrested 


of the 3/11 Madrid Bombings 

Jun e 8 ■ 2004, f 
^a | I vear ol 


2004, 

year old Egyptian, and 


year old Egyptian, for their roles in ter -rnri sr. 


activities around the world. 


custody but[ 


Both currently remain in 
"n are seeking the extradition of 


for his role in the March 11, 2004 Madrid Bomhi -nas 


Invest i net i nn ha.s indicated that^ 

I in the recent nest 


]has resided 


received thatl 


Infornnet-i on has also been 


b6 

b7C 

b7D 


between 


Enalifj h translation of a conversation held 

on May 26, 2004, was received by FBI New 
Tt annee rs that this conversation was 
using microphone surveillance 


^ 004 . 


York on Augu st 
monitored by| 

(MISUR) . During the conversation[ 


J clearly discusses 


terrorist planning and identifies the United States as the 
primary target . 

Additi onal inform ation rec eived from Legat Rome, 


bo 

b7C 

b7D 


illustrates 


from MISUR of | 

documents, alter his fingerprint^, as Wfell as his ability to 


ability to falsify 




2 









To: Counterterrorism From: New York 

Re: (U) 315N-NY-288010, 10/12/2004 


(U) 


(U) 


iU) 


(U) 


1 on-n^A-n^a ot ronvp.-r.gaM on .q o I pearly 


to believe that 


terrorist organization 


is the prominent figure ot a 


Referenced seri al is an EC su mmarizing the results 
of FBI New York's recent visit ] [ regarding the above. 

In September 2004, F BI New York tra veled to Milan, Italy to me et 
with representatives I I and I I 

regarding the ] j investigatjon . The 

results- of the meeting were very successful with thel | 


on 


granting FBI New York an opportunity to question 
1 n/i 8 /2004 and 10/19/2004 and other FBI requests pursuant to the 
being satisfied at that t ime. On 10/18/04. NYO personne l 


will be g-i t 


question 
be asked] 


i e opportunity, f 
As stipulat ed! 


to 


^ . . all questionp will 

] with NYO personnel in the room. 


):equested that a list of topics be provided pr ior to 


the interrogation. On 10/19/04 all material requested in 
will be turned over to FBI New York and representatives of the 
Department of Justice (DOJ) . 


] 


Q The NYO is currently working with the U.S. 

Attorney ' s^ Office, SDNY and Department of Justice, | 

Counterterrorism Secti on (CTS) , regard incf amending] 
also request access to 


to 


authoritie 
to interview 
invest igatio 



) New York requests the aforementione d trav el 
or the purpose of satisfying the U.S. I Ireauest 


and obtain documents relating to the|_ 


FBI New York has had several telephonic 


conversations with Rome Legat 
I I regardinq this matter. 


and ALAt[ 


Both hp]iPVP» -it won 111 be 


beneficial for FBI New York to satisfy 
dates identified by 

Of-1-r^T-iP^T- 2004. 

J who acted as the translator for the first trip from 


agreement on the 

, .ot 6ctober 18 and 

It is requested that FBI translator ! I 


September 2 0 - 24, 2 004, again be allowed ta 

h-r a nfgl a jtor for this Current mission. ALAt] 

that’] 


]will 


the 

jwas notified by 


be able t o translate what] 






e an Arabic translator that will 
says from Arabic to Italian. 

will then be able to translate from Italian to English 

tor the FBI . FBI New York would plan on arriving in Milan on 
Sunday, October 17, 2 004 and return to New York on Thursday, 




b6 

b7C 

b7D 


b6 

b7C 

b7D 


b6 

b7C 


b6 

b7C 

b7D 


b6 

b7C 

b7D 


3 





To: Counterterrorism From: New York 

Re: (U) 315N-NY-288010, 10/12/2004 


October 21, 20( 


)4 - iToirrina FR T New York on this trip will be DOJ 
■ I from Washington, D.C. and AUSA 

from the SDNY. 

The New York JTTF personnel requested to travel 


Name : SAl 

SSAN: I 

DOB: 

P0B-: |____^ 

Official Passport : 

Name : 

SSAN: 

DOB: 

POB: 

Official Passport { 


(FBI) 


(FBI Translator) 


](Diplomatic Passport) 


L 





To: Counterterrorism From: New York 

Re: (U) 315N-NY-288010, 10/12/2004 

LEAD (s) ; 

Set Lead 1: (Action) 


(S) 


COUNTERTERRORI SM 

AT WASHINGTON. DC 


Please obtain coyrntry clearance. 
Division concurrence and 


Blount er terror ism 
for NYO JTTF 


bl 


members to travel to Milan, Italy 


(U) 


Set Lead 2 : (Action) 

ROME 

AT ROME . ITALY 

(K5 Please obtain country clearance for travel of NYO 
personnel . ^ ^ 


(U) 


Set Lead 3 ; (Action) 
SECURITY DIVISION 
AT 


WASHINGTON. D.C. 


SA 


} Prov ide Leqat Rome with Security Clearances for 


and LS 


1 


■b6 

b7C 

b7E 






5 





FD-772 (Rev. 5-5-98) 


REPORT OF OFFICIAL/UNOFFICIAL FOREIGN TRAVEL 

Date: 10/07/2004 


Please Read Carefully 

Note: Form must be typewritten or printed clearly in black ink . All questions must be answered. Submit original questionnaire and one 
copy to your Division Security Offiaac 


fT Official Bureau Name 


2. EODDate 


3. Title/Grade 


4. Division 
Intelligence 


5. Primary Job Responsibility 

Interpreting/translating /liaison 

~T. Family Members/Others Traveling with you (Indicate ii any are foreign nationals) 

yif\ ^ 

Name Relationship 

N/A 


Travel Status 

0 Official □ Unofficial 


Place of Birth 


8. Proposed Itinerary (Use separate sheet if necessary) 

Cities/Countries to be Visited 
Milan, Italy 


Date 

10/16/04 


Mode of Travel 
Airplane 


[ 9 ! Reasons for travel (Indicate frequency) 


10. Will you be traveling with a tour group? 
□ Yes 0 No 


1 1. Relatives or Friends to be visited or anticipated contacts (U.S. Citizen or Foreign National) 


Address 


Phone Number 


Briefing Date: 


Debriefing Date: 




1 - Employee’s Security Subfile (67- 




0<v^ 



ALL IlFOm-IATIOH COHTAIMED 

HERE II IS UMCLASSIFIED 

DATE 09-15-2011 BY 60322 UC LP/PLJ/LCW 


Embassy of the United States of America 




Office of the Legal Attache 
ViaVeneto, 119/a 
00187 ROMA 

19 October 2004 



ALL IlFOPHATIOI COlITAIlffiD 
HEPEIl IS UlCLASSIFIED EXCEPT 
liJHERE SH01.J1 OTHERWISE 


DATE: 09-15-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCl 
PEASOI: 1.4 (c) 

DECLASSIFf 01: 09-15-2036 


ATTN: 


RE: 


Our file; 315N-NY-288010 


b6 

b7C 

b7D 

b7E 



Dead 


This commiinication is classified 'lSS@ftST"-ki its ciithety. 


The information in this do cument is classifie d SEC RET . The below information is for 

only. The information below may not 


intelligence and lead purposes 

be used in any legal proceeding or disseminated to any other agency within your goyemment 
without the adyanced authorization of the Federal Bureau of Inyestigation (FBI). Please be 
adyised: _ „ . ^ 




l^NewYork 
1-HQ 
1 - Rome 
BEFrbef 
( 4 ) 


^ SECRET 
DemfedLjFimiif G-3 
Declassft^u: XI 


v.:a_ 


2.0 


b7D 



b6 

b7C 

b7D 


This document contains neither recommendations nor conclusions of the FBI . It is the property of 
the FBI and is loaned to your agency; it and its contents are not to be distributed outside your 
agency . 








53i=es3nr 


Thank you for your assistance on this important matter. If you have 
concerning this communication, please telephone Assistant Legal Attache! 
Please accept my warmest regards. 


juestions 


Sincereh 


acting Legal Attache ’ 


iCE:G=fMB=r 




To: Counterterrorism From: New York 

Re: (U) 315N-NY-288010, 10/20/2004 


Details : 


X 


Effective October 1, 2004, the FBI New York 
International Terrorism Branch re-organized which changed the 
investigative responsibilities of the squads falling under the 
International Terrorism Branch. As a result of this re -oraanizatio n . 
Captioned Investigation w-i,n no Innatj-r he worked nf^f of I ^ | and 


will now be worked off of 




SA 


longer be the Case a gent for Captioned Investigation 


1 


SA 


^11 no 


will be the sole Case Agent regarding this 


b' 

b' 

K 


matter . 





SEQRET 


To: Counterterrorism From: New York 

Re: (U) 315N-NY-288010, 10/20/2004 


Set Lead 1: (INFO) 

ALL RECEIVING OFFICES 

(U) For Informational purposes. Please direct all future 
communication s regarding Captioned Investigation to FBI New York, 


SE^I^T 


b7E 


3 


(Rev. 01-31-2003) 




FEDERAL BUREAU OF INVESTIGATION 


Precedence ; ROUTINE 


Date; 10/21/2004 


Rome 

Attn: 

ALAT 

International Operations 

Attn: 

S^ 

Counterterrorism 

Attn; 


New York 

Attn: 

ssaF 



From; Paris 

Contact; TDY SaI 


Approved By; 
Drafted By; 

, Case ID #; ^ 
Title; 



DECLASSIFIED I 
ON 09-15-2011 


315N-NY-288010 IPending) 


- VICTIM; 

- VICTIM; 

VICTIM; 

BOMBINGS IN MADRID, SPAIN ON MARCH 11, 2 
IT - UNKNOWN PERPETRATOR 


Synopsis; (U) Request status of Rome lead 571.2. 


Derived From^X^ 
Declassify On1\X5 


Reference; (W 315N-NY-288010 Serial 507 
^ 315N-NY-288010 Serial 571 

Details; (U) In referenced communication #50 7, dated 

06/15/2004, Rome advised that on June 6 , 2004 , 1 

land l Iwere arre sted in Milan. 

The translated document | states that "Both 

have been positively implicated, along with o ther foreign .. 

citizens living in Belgium. France, and SpainI 


SEARCHE D * INDEXE D 
SERIALIZED FILED 

DEC 7-2004 



To: International Operations From: Paris 

315N-NY-288010, 10/21/2004 


Referenced communication #507 also advised that 
during the searches, computer materials and telephone numbers 
linked to France (among other places) were recovered. 

X In referenced communication #571, dated 07/29/2004 
Paris se t a PR IORITY lead for Rome, requesting that Rome liaise 
with the I la nd attempt to identi fy the French nationals 

implicated with | l and Paris is now requesting the 

status of Rome ' s response . 






Jr^ernational Operations From: Paris 

)^) 315N-NY-288010, 10/21/2004 


LEAD(s) ; 

Set Lead 1: (Info) 


ALL RECEIVING OFFICES 


(U) For information. 


Set Lead 2 ; (Action) 


ROME 



AT ROME 

Rome is requested to provide a response to 
iously s^ lead 571.2: Rome is requested to liaise with the 
]and attempt to identify the French nationals and the French 
r^hone mimherp! a Rsnni eted with the arrest and searches of| | 


SE^ET 


3 


0004 MRI 00915/280 


PP FBINY 


ZNY SSSSS 

P061331ZOCT04 

FM DIRECTOR ^ 
TO ZEN/1 17PL/J 
INFO FBI NEW YUF 
BT 


ALL IlFOPEATIOl COllTAIMD 
HEPEDI IS OTCLASSIFIED EXCEPT 
IJHEPE SHOOT OTHERWISE 


I/PRIORITY/ 


i§/NF) 

GFTHEFEFR 

FOLLOWINpr 


3E CONDUCTED ON THE ^ATE: 09^15^2011 


CLASSIFIED BT 60322 UC LP/PL 
REASOIR 1.4 (c) 

DECLASSIFf 01 : 09 - 15-2036 


fZf 


JBJECTS OF THE MADRID BOMBINGS 




VviTMA bX I 

WiTi i/CUTTEXT 




indexed" 

pfllAll7E0l^)[ FIIEO 


OCT 6 2004 






PAGE TWO DE RUCNFB 0004 


I 


INVESTIGATION. I 

i^yNFJ iRFOl IPAtr thatF 


JtdT 


] POO THIS RfeOU^St IS 55yT 


DERIVED FROM: G=3rP EeLA35 I Fr ON. X- l 




BT 

#0004 




FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 10/28/2004 



0-93b (Rev.'9-I-97) 


DEPARTMENT OF JUSTICE ^ 

FEDERAL BUREAU OF INVESTIGATION 
COMMUNICATION MESSAGE FORM 




ROUTING SLIP 


New York Field Office 


DECLASSIFIED BY 60322 UC LP/PLJ/LCl 
01 09-15-2011 


DATE: 10/13/04 


FROM: 


Clearance . Access . Data Man agement Unit 
Room 4256,1 | FBIHQ 


Siabject: PASSING CLEARANCE REQUEST 

The clearance for the below-listed individual (s) 
was passed by teletype on 10/13/04 to the 
AMEMBASSY/LEGAT ROME/AMCONSUL MILAN, as requested in 
your written communication, dated 10/12/04. 




You should advise your point-of-contact at 

the agency being visited to contact that agency's 

Security Office for verification. 

The individual ( s ) are as follows : 



DATE(S) OF VISIT: 10/17/04 - 10/21/04 





V ' 

WifH/©UTTE%T_ 



* 




OCT 29 



Working Copy 


Precedence : IMMEDIATE 


Date: 10/14/2004 


International Operations 

Attn: 

SSA 



LS 


Counterterrorism 

Attn: 


Security 

Attn: 

Personnel Securitv Unit 

New York 

Attn: 

ADICl 



SAC 

7\ O 7\ 1 1 


AS A^ T~ 

SAI \ 




From : Rome 

Contact : 


Approved By: 
Drafted By: 


Case 
^ 



315N-NY-288010 (Pending) 

(Pending) 

Pend ing) 

I (Pending) 


Title 



- VICTIM 
- VICTIM 

/ICTIM 

BOMBING IN MADRID, SPAIN 
ON MARCH 11, 2004; 

IT - AL QAEDA 


DECLASSIFIED BY 60322 
01 09-15-2011 


SynopMs: ^ To provide country clearance for travel to Milan 

Italy. 

Derived^"'PsQm^/'^3 
D e c 1 a s s i f 1 

Details : X Reference is made to NY Immediate EC dated 

10/12/04, e-mailed to Legat Rome on 10/13/04, requesting country 
clearance for travel to Milan, Italy from 10/17/04 - 10 21/04. 


¥i -- - . - - , 

]and FBI Translator [ 


Country clea rance is granted f or SA 


to travel to Milan, 

Italy ori above dates, for reasons set forth in referenced EC. 


LEAD (s) : 


Serial : 640 
47 
64 
12 


Case ID : 2-NY-288010 




Pb-36 ^<5v. 1-31-2003) 


T NOFORN 


DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
ORGANIZATIONAL MESSAGE FORM 



PRECEDENCE: 

□ IMMEDIATE 
0 PRIORITY 

□ ROUTINE 


CLASSIFICATION: 
TOP SECRET 


10/05/2004 




PAGE 1 OF 3 


□ 

□ 

□ 


FM 

TO 


HLEECTOE— EBX. 


2 8 8 0 1 0 ) -^ (o5} 


(S) 

(S) 

(S) 


^PRIORITY/ 

INFO FBI NEW YORK/ PRIORITY/ 

BT 

Til I ■ .I" I ^ 

CITEi 


PASS: 


b7E 


CONFIDENTIAL 

UNCLASEFTO 

UNCLAS 

DATE: 09™15™2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCl 
PE130I: 1.4 (c) 

DECLASSIF/ OH: 09-15-2036 

bl 

ALL IlFOPI'IATIOl COHTAIMID b6 

HEKEIl IS UlCLASSIFIED EXCEPjb7C 
T^JHEPE SHOOT OTHERWISE b7E 


h ATTENTION 


SUBJECT: 


FPTKOI 


PEOTTECITS 



bl 

b7E 


A 


>4/nf) by way of RACTrGFonwn] 

• K.A.I HAS 


been TnBMTTPTnn RV TWH! 


AS ONE oi 


THE CUSTODY 1 


Iand is 

AWAITING EXTRADITION TO SPAIN. 

wa.q TTJ PnATHParfr wt'pw aTvm pwPTnT^rTATn 

■PTMIUmjraT. .QTTPPOPT PPOM A 





bl 

b6 

b7C 

b7D 

b7E 









KD-36a(Rfev. 1-31-2003) 


^PAGE 


DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
ORGANIZATIONAL MESSAGE FORM 


5 OF 3' 


NOFORN 


b6 


DRAFTED BY 






I3BeRSH!70RCON 


To: Counterterrorism From: New York 

Ke: 315N-NY-288010, 10/13/2004 


Administrative; ^ New York requests that the enclosed| 

be returned to New York for maintenance in the case file upon 
completion of the requested analysis. 



•Gn Tuesday 


June 8 . 2004, 


n xn 
cust 


een received that 


J(^! \ I The | 1 provided the FBI with two 

e-mail addresses of importance to their investigatio n: 

These e-mail 

accounts were passed dire ctly to FBI New York personnel during 
meet i n crH h<^twp!<=>-n thp. 

2 


I PSniSHSsfnSiSRKZSEaS 


Sifl 




invest iga 
recra rdinq 
that! 


New York reques 
m the enclosed I 


that I [coordinate with N ew Yor k to conduct any additional 

investigation n ecessa ry for j [ to complete their analysis and 

coordinate with ! I in order to develop a product which can be 

disseminated to f I Finally, New York requests that 

Legat Madrid and Legat Rome ascertain the level of dissemination 

'SaSS^S/ORCON 


^hat I [ perform any additional 
chat may provide intelligence 

[ . New York further requests 
"k to conduct any additional 










gBgRgry oRcoN 


To: Counterterrorism From: New York 

Re: ^ 315N-NY-288010, 10/13/2004 


of the information contained herein. New York wishes to 
disseminate the information to whomever it may benefit but 
remains sensitive to third party informatioij concerns. 


JjSSRElf/ORCON 



SES^T/ORCON 


fj To: Counterterrorism From: New York 

Re: 315N-NY-288010, 10/13/2004 


LEAD(s) : 

Set Lead 1; (Info) 


COUNTERTERRORI SM 


Please coordinate results of I I analysis with 

New York with respect to follow- up investigation necessary to 
complete analvsis, inciudihd thef I 


I Please attempt to prepare a product 
suitable for dissemination to Madrid and Rome. 

Set Lead 2 : (Action) 

COUNTERTERRORI SM 



Please conduct appropriate analvsis of the | 

I Please set 

leads for I l and New York to conduct a nv further investigat ion 

reauired to complete analvsis, inciudinq 


etc. Please advise it any o 
resulting inrormation is aisseminable to Madrid and Rome. 

Set Lead 3: (Info) 

INTERNATIONAL OPERATIONS 



For information only. 


Set Lead 4: (Info) 


MADRID 


AT MADRID. SPAIN 


whetherf 


Please coordinate with Leaat Rom e to ascertain 
Ihave provided! Iwith the 


'^teO^/pRCON 


^^^Sra^T/ORCON 


Counterterrorism From: New York 

(X) 315N-NY-288010, 10/13/2004 


information regarding these e-mail accounts and if so whether 
further investigative results can be shared with 

Set Lead 5; (Info) 

♦ 

ROME 


AT MILAM > ITALY 

{^) Please ascertain whetherl [have 

identified the j , ^ 

I If so^ please advise wh ether the results of FBI 

investigation can be disseminatedl I 


Jlf«g^/ORCON 



FD-S42 (Rev. 01-31-2003) 





FEDERAL BUREAU OF INVESTIGATION 


U) 

:u) 

u) 


Precedence: ROUTINE Date: 10/27/2004 


To: New York Attn: SSA 


From: 


New York 


Contact: SA 


I 

1 

1 


Approved By: 
Drafted By: 


DECLASSIFIED BY 60322 UC LP/PLJ/LCW 
01 03-15-2011 


Case ID #: 
Title: 


(U) 315N-NY-288010 [£ending) 

(U) (Pending) 


- VICTIM; 
- VICTIM; 

VICTIM; 

BOMBINGS IN MADRID, SPAIN, 

ON MARCH 11, 2004; 

IT - AL QAEDA; 


Synopsis : 


Claim statistical accomplishments. 


K 


Derived From YsJ®- 3 
Declassify Oni/Sci 


Details: j[4§\ Positive intelligence was disseminated outside the 

FBI relating to Captioned Investigation on 08/04/2004. 



SE^^T 




SEARCHED.^ 
SERIAUZ^r “ 


OCT 2 7 J 


INDEXED. 

FILED, 




2004 

v-»nK 


To : 
Re : 


SEJ^ET 

New York From: New York 

(U) 315N-NY-288010, 10/27/2004 


Accomplishment Information: 


Number : 3 

Type: POSITIVE INTELLIGENCE (DISSEMINATED OUTSIDE FBI) 

ITU: LIAISON WITH OTHER AGENCY 

Claimed By.: , 



(Rev. 01-31-2003) 


S^^ET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 11/03/2004 

To : Los Angeles 

Attn: 

Cyber Unit 

New York 

Attn: 

SSAI 




SA 


Madrid 

Attn: 

Legat 



DECLASSIFIED BY 60322 UC LP/PLJ/LCIiJ 
OH 09-15-2011 



1 




^1' 




(U) 


Unsubs ; 

- Victim 
- Victim 

Victim 

Bombings in Madrid, Spain 
March 11, 2004 
IT - A1 Qaeda 


U) 


avnppsiai 

’rn nrmn 

np a r-rax 

wfciL> page 1 


Irrom tne 


regarding a recaiest to remove t he 


(X 



Enclosure (s)? 
documents I 


abovement ioned matter. 


.Derived Pro: 

Declassify 

Enclosed for Leaat Madrid ar^e Spanish language 

regarding the 









M2iV 1 5 2004- 





Los Ancre 


ounterterrorism 

11/03/2004 


Detaxls: 




I r egardin 

from the server a 


translation of said documents 


igffiQxal seal] 


rovided the FBI 


e apanisn language troi q 
remiftHt tn -rpnjn-\rfa the web page] 
I The following is tne Bngiis 



TELEPHONE FAX DESTINATION: 


SUBJECT; -Transmission of judicial order 


YOUR REF. 


DATE: 


OUR REF. 


October 22, 2004 


NO. OF PAGES, INCLUDING COVER PAGE: 2 


For the intents and purposes of removing the web page 

I from the Internet, as well as for the purpose of 
saving it for a possible police investigation in order to i 


IS enciosea. 


[official seal] 









To : ioa ^qeles From; 

Re t ^ I 


loxint erterror i sm 
1 11/03/2004 


LEAD (s) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 


(^1 For your information. 




6 



(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 11/04/2004 




Case ID #: 315T-NY-288010 (Pending) - 








(Rev. 01-31-2003) 


Precedence : ROUTINE 

To ; New York 


BUREAU OF INVESTIGATION 

Date: H/lO/2004 

Attn: SA 




Contact : SA 



Approved By: 


Drafted By: all imforhation coktaitied 

I yr: ^ i HEREIH IS miCLASSIFIED 

Case ID #: | h^'iPendina) date 09-1S-2011 by 60322 uc lp/plj/lc¥ 

315T-NY-288010v (Pending) 

m 

Title: TERRORISM WATCH LIST (TWL) VIOLENT GANG AND TERRORIST 

ORGANIZATION FILE (VGTOF) NOTIFICATIONS 


Synopsis: To provide possible VGTOF/ 


Information. 


Administrative: Reference e-mad 

Counterterrorism Division (ctdiT 

YorJc Division, on 11/09/2004. 

Enclosure (s) : Original NCIC 

11/09/2004. 


I Deta ils: On 11/09/2004, | |staff received a 

I 1 notification that a law enforcement agency queried the 


\ to SA| 

printout dated 
1 Staff received a 


following individual in NCIC: 

Name : 

DOB: 

Date 

of Inquiry: 

Agency ORI: 





The _ above individual is pos sibly identical to the 
following subject your office enteredi I in 

NCIC : 


Name: 

DOB: 







j 



To: 

Re: 


New York Fr( 


Counterterrorism 


11/10/2004 


LEAD(s) : 

Set Lead 1: (Discretionary) 

New York 

AT New York. NY 

Further investigative action or contact with the ag ency 
which, conducted- -the- inquiry is left to the discretion of the 
New York Division. 


(Rev. 01-31-2003) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence; ROUTINE Date; 11/13/2004 



Title; TERRORISM WATCH LIST (TWL) VIOLENT GANG AND TERRORIST 
ORGANIZATION PILE (VGTOF) NOTIFICATION 



b7E 




To: 

Re: 


New York From: Counterterrorism 

I 11/13/2004 




Further investigative action or contact with the 
agency which conducted the inquiry is left to the discretion 
of the New York Field Office. 

LEAD(s): 

Set Lead 1: (Info) 

NEW YORK 

AT NEW YORK; -NY 

For any further action deemed appropriate. 


2 


(Rjv. 01-31-2003) 




FEDERAL BUREAU OF INVESTIGATION 


Attn; 


Precedence : IMMEDIATE 

To ; New York 
From; Ne w Yrn-k- 

Contact;' ADC 
Approved By- 
Drafted By; 

Case ID #; 315N-NY-288010 
Title; 


iiUMBING IN MADRID SPAIN; 2004 
-I-T-AL-- QAEDA- - - - 

00: NY 


Date; 11/16/2004 
Each SAC, ASAC, PM and SSA 



on??crii%nS trJin bombing 

-^ stakenly identified the 


I ]as matching those found 

I a Dag connected to the bombinq.1 — 

CI.J- j.efciL-ea on May 6. 2 0 04 r^n a m=i4-g'-v--! .^1 n.,J ^ L 


released af ter! ■ yiuness warrant , was 

to those of 


matched the fingerprints 


— £_ldfiniii±ic-Jijon, investigation, detention and release of 

' ■Mdteyia I II TT 77 n-l connection with the Madrid train bombing. 

■ I'laueriax" includes but is not limited to all internal anH^ 

external communications, e-mails that an employee has retained 

SotSf (SeSS'nSnj: P-^naHna LSteSten 


be 

b7C 


be noted/SL?:^iSr5at"“ntSS? SSS" 

andwritten notes) is not clearly and obviously indicated on 
Its face, please indicate the date Ld author. on 


ALL IHFOPI'IATIOH COUTAIMED 

HERE II IS IIMC LAS SIFTED 

DATE 09-15-2011 BY 60322 UC LP/PLJ/LCl 




hb 

b7C 



To: New York F^^n: New York 

Re: 315N-NY-288010, 11/16/2004 


LEAD(s) : 

Set Lead 1; (Action) 


NEW YORK- 


„n _ -^11 supervisory personnel are requested to 

canvas thnir- ^ m^i oyees for and collect all material delated to 

— ^ 1 in connection with the Madrid train homHnnrT = = 

^SffiZSSEIfr^al section point of cont^gt mc f 


2 


FEDERAL BUREAU OF INVESTIGATION 


(Rev. 01-31-2003) 


Precedence: IMMEDIATE Date: 11/16/2004 

To: New York Attn: Each SAC, ASAC, PM and SSA 



BOMBING IN MADRID SPAIN; 2004 
IT -AL-QAEDA 
00: NY 


Synopsis: By way of background, after the Madrid train bonibing 


on March 11, 
f inqeror int s 


2004, 

ofl 


arrested on May 6 , 


the FBI Lab mi stakenly identified the 
l as matching those found 
on a bag connected to the bombing. 


released af ter 
to those of 


£ 


2004 on a material witness warrant, was 


Jmatched the fingerprints 


All supervisory personnel are being requested to canvas 
employees assigned to their sections for any material relating to 
the i denti f i cRti <pn, investigation, detention and release of 

in connection with the Madrid train bombing. 


"Material " includes but is not limited to all internal and 
external communications, e-mails that an employee has retained 
either electronically or in hard copy, personal and handwritten 
notes (personal planners, calendars, etc.), photographs, and 
audio or video recordings . 


b 

b 


The employee from whom any material is obtained should 
be noted. Where the date and author of a particular item (such 
as handwritten notes) is not clearly and obviously indicated on 
its face, please indicate the date and author. 





SE/^RCHLO . 


RJDEXED. 

FILCO. 




W> 


To: New York From: New York 

*Re:* 315N-NY-288010, 11/16/2004 




LEAD(s) : 

Set Lead 1: (Action) 

NEW YORK 


All supervisory personnel are requested to 
canvas their empl oyees for and collect all material related to 

I in connection with the Madrid t rain homhina as 
a-feo ve; not -i-fy Legal Section point of contact ADC 
Ext I I immediately if any material is locatedV responses, musr 

be received no later than COB 11/18/2004; only positive responses 
are required. 


(Rev. 01-31-2003) 




FEDERAL BUREAU OF INVESTIGATION 


Precedence : PRIORITY 

To : Counterterrorism 

International Operations 
Brussels 

Madrid 

Rabat 

\/New York 


Date; 11/16/2004 


Attn: SS 

02 

A 

I . 

Attn: 1 I 

Attn: Legat 

ALAT 

Attn: Legat 

mat 
A ttn: Lecrat 




AL 

atI L 


Attn: ySA 



(U) 


(U1 


Prom: 


Count erterrorism 

[ 


Contact I SSa|^ 



BOMBINGS IN MADRID, SPAIN; 
ON MARCH 11, 2004; 

IT-AL QAEDA 


HEKEIH IS U1JCLASSIFIEI> EXCEPT 

imERE SHOm OTHERWISE 




AL QAEDA 


INVESTIGATIONS 


Synopsis: To cover lead 638.2, file number 315N-NY- 

288010, and to provide ,3n TiHM fnr di insemination to the 


appropriate authoritied 


X 

N 

Reference: ( 


bl 


Derived From 
Declassify 



G-3 

.XI 


315N-NY-288010 Serial 638 






lil'lll Ill illlilillil IllTl 

^^nterterrorism From: Counterterrorism 

3^ 315N-NY-288010, 11/16/2004 


Enclosure X s) t Enclosed for New York is an| | 

containing r~ [ results; Enclosed for Legat Rabat is an LHM 

titled Bombings in Madrid. 


Details; 


1 ^ 


In response to the above captioned lead, the 


I to iden tify relevant] Jinf ormation . 

Investigation at I [identified one Intel licence Communit 


determine 


/OC/NF) With regards to 


determined 




o^nterterrorism From: Counte 

S) 315N-NY-288010, 11/16/2004 


Counterterrorism 


I provided a posxtxve 

response for searches | I reviewed the 

results and determined that they did not appear to be related 
to New York's siabject. The search results are enclosed for 
additional review by the New York Office. 

f&~) The following information h as been approvedi 


Investigation at 


continues . 


II I II, riiii'jfii 








U.S. Department of Justice 


Federal Bureau of Investigation 


Washington, D. C. 20535-0001 


ALL IHFOmiATION COHTAIIED 

HEEEIM IS OTCLASSiriED 


DATE 09-15-2011 BY 


November 17, 2004 


JC LP/PLJ/LCI 


BOMBINGS IN MADRID SPAIN 
INTERNATiqi^ TERRORISM 

On March 11, 2004 the Atocha train station in Madrid, 

Spain was attacked by a series of ten simultaneous bombings conducted 
by Al-Qaeda linked terrorists. These attacks killed over 200 people, 
including several United States citizens, and injured approximately 

1500 peop]^,,^ As part of the FBI's investigation into the Madrid 

Bombings, | |has identified 

several Moroccan based that are associated with 

individuals who have been implicated in the a ttacks. Accordingly, it 
is requested that vour aaencv obtain I Irecords. to include ^ 

I related to the following 



Your assistance with this high priority international 
terrorism investigation is greatly appreciated. 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI 
and is loaned to your agency; it and its contents are not to be distributed outside your agency. 


3JS‘//-/i/r-2g-g'oyo - CCZ 


(Re\y.iL^31-2003) 



^i^W(fT//NOFORN/ORCON^ 


ASC/I 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : PRIORITY 

To : .Counterterrorism 

ALL DIFOPHATIOH COITAIHED 
HEPEIH IS UHCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Madrid 
New York 

Portland 

Seattle 


Date; 05/16/2004 






(U) GRAND JURY MATERIAL 


DISSEMINATE PURSUANT TOJrULE 6(e) I L 


Jsb^RS5/ /noforn/orcoi{ 


A ^ f ^ 


(U) 


K-BEeEET7 /NOFORN/ORCONj^ 



nterterrorism 


3 


rom: Portland 

05/16/2004 


Synopsis; To provide enclosed graphs for intelligence and 

lead purposes in captioned investigation. 



Derived From 
Declassify 0: 



Administrative; (U) Writers are assigned to the 
Counterterrorism Division Operational Response Section, 
temporarily assigned to FBI -Portland. Responses to this 
communication should be directed to- Portland Case Agents 


Enclosure (s); X. Enclosed for receiving offices are two link 
charts depicting the information described in detail in this 
communi cation. ’ 


Details; (LES) At approximately-. 7 : 39 local time on 03/11/2004, 
the first of a series of ten explosions at four sites occurred at 
the Atocha train station in Madrid, Spain. Recent reports 

indicate that 202 persons were killed and more than 1. 50 0 wprp 

in-iured in the attacks. In the course of cooperating ] 

on the Investigation of these bombings. 


the FBI Laboratory processed a number of latent fingerprints 
recovered from the inside of a vehicle found abandoned following 
the attacks. On 03/19/2004,. the FBI Laboratory confirmed that 
latent fingerprint #17, which was lifted from a plastic bag 
containing blasting caps found under the passenger side front 
seat of the abandoned vehicle, is a match to the fingerprint of 




Counterterrorism 


Fr om : For t 1 and 

n 05/16/2004 


^ Portland JTTF investigation | ^ 

1 has revealed several telephonic and personal contacts 
with subjects of FBI terror ism invest igations. In preparation 
for a possible interview of | as early as 05/18/2004, 

writers co nducted addit ional database searches regarding the 
associates ! I Of particular int erest to P ortland JTTF 

are the indirect and direct connections of ! jto the 

subiects of FBI .Seattle investigations; I 




I A common linlc~~ betwe'e'ri ] land 

many nf oreTy Tenti^ subjects is through } 

who is not currently the subject of an FBI 
investigation.,^ FBI Portl and provides the foll owing information 
and link ch^ts regardin j \ and Seattle 

subjects for the review of FBI Seattle. FBI Portland also 
recommends that FBI Sea ttle consider opening an inte rnational 
terrorism investigation^ 


D/POB 


U.S.A. 


was t aken into US custody in 
r 2003, at which timef^ jwas temporarily assigned as 


I At the time of his detention,! 
documents in his possession. 


had classified 


]^/NF/OC) In an E-mail communication dated 
)'l/2003^ l '^ ~| described be.1pw) advi 
i-hai- hA just returned from Morocco and that 


NO CURRENT INVESTIGATION 


U.S.A. 


NOFORN/ORCO 





iET/ /NOFORN/ORCON, 


Counterterrorism From: Portland 

Wl I 05/16/2004 



(U) On 09/' 
interviewed regarding I 


has known for approximately 2 ^ years, 
inted while attending I 


I wh o 
I and I 


respectivetvTl Hsl 

— 1 While. 

Iwaa resided with 

family I □ maintai ned the 

vehi cles I I On occasion, and 

I were in E-mail and telephonic contact regarding personal 
matters such as health, living accommoda'^ions, etc. 




se^t//noforn/orconJ 


4 


1-S^CRe5[ /NOFORN/ORCON 

■sxa — Erom: Portland 

05 / 16/2004 ■ 


(U) A coop erating witness , who is in a position to 
ivised tha t I I met with ! 

I who was recently charged with crimes related 


to his actions] | ana| 

subject of a Seattle Full Investigatio n relate d to 

I At this meeting J I spoke of the nee 


D/POB 


According to FBI Seattle / ^ [ came 
ttention of the FBI reg arding his association with 

Taka the I 


Following the, first Wor 


Trade 


/NOFORN/ORCON 









Center bombing, | | trave, 

where he stayed at the residence of 
week. A ccording to a reliab le source 
1 while he was staying I ^ ~ 

intervi ewed following the visit of 

had staved with him during Ram 


fml 


stated that 
le/Tacoma area. 


ed that ’he 


ed to 


lEISBS 


portedly the primary assistant for 
in Olympia, Washington. 


was described as a 


brother of 


eveals that he and his 


I has b een linked with "several su bjects 

investiaat ions , includingl I sub j ect 


whose 


addre ss and phone nu mber were found in an abandonee , , 

house I I 


Conn ecbion to| Unknown;] |is a 

known associate o fl I who bears an indireci: 

relationship with Ithrouahl | | J is 

know n associat e of who bears a direct relationship 

with through E-mail, telephonic, and personal contact 


D/POB: 


'SBS»fiI//NOFORN/ORCON 
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5Sei«®Sy/N0F0RN/0RC0N|^ 


To: Counterterrorism From: Portland 

Re: I I 05/16/2004 


LEAD(s) : 

Set Lead 1: (Discretionary) 

ALL RECEIVING OFFICES i 
■ 

(U) For action deemed appropriate by receiving 
offices. Portland recommends that FBI Seattle considers the 
in-itiatiQn of an- internati onal terrorism investigation regarding 


♦♦ 


V 






/NOFORN/ORCONy 


^Hiv. 01-31-2003) 


SESRET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : PRIORITY 


From; Ne wark 

Contact 
Approved By; 
Drafted By; 

Case ID #; w r 


Date; 06/29/2004 


Counterterrorism 

Attn; 

ssaI 

New York,^ 


OS- 

Attn;<: 

rSA 

SA 

Philadelphia 

Attn; 

SA 

IT Supervisor 

Paris 

Attn; 

LEGAT 
TDY SA 


DECLASSIFIED BY 60322 TJ 
OM 09-15-2011 



(Pending) "( OO 
(Pending) -O 


Title; 


IT-UBL / AL-C 


IT-UBL / AL-QAEDA 

Synopsis; leads for recipients, 

(U) Derived/'FrOT[i>-'^-3 

Declassifv>^0^ XI 



Reference 


) 315N-NY-288010 


[SEAROntO 


ur^ 






13 *^ 



om : Newark 

06/29/2004 


BACKGROUND OF NEWARK CASE 


ns cecween 
implicated 
d bombinas 




tempo rary employment anc. 


I of the El Tawh eed Islam ic 

Center, where la s well . 

~| was a and was 

convicted in federal court in July, 2003, for Money Smuggling and 
related charges, and was sentenced to five years confinement 


I 


Another nhone contact to 


I who, in July, 1997 called 

and asked if | 

lad arrived, to which the reply was in the affirmative. 


The remaining two significant contacts’ were both 
phone calls from the Days Inn Hotel, Newark, NJ, on 09/09/2001. 
As noted in previous communications, 09/09/2001, was the day 











(U) 


To: 

Re: 



!qunterterrorism Erotn : Newark 

I I 06/29/2004 



b7E 


(U) 


(U) 


(U) 


September 11th hijacker _ 
Days Inn Hotel in Newark 


checked into this particular 


■: : : K Newark's review of existing files and documents 
provided by the Days Inn Hotel has disclosed the phone calls of 
09/09/2001 d id not come from either of the two rooms rented by 
I (Rooms 725 and 727) . Rather, Newark has de1; :ermined 


the Phone calls came from Room 627. which was rented to 




According to records of the Days Inn Hotel, 
checked in at approximately 3:10 a.m. on the 


"morning of September 9, 2001 with another adult, and checked out 
at approximately 1:12 p.m. on th e same day - approximately 40 
minutes prior to the check-in of I 


Current intelligence indicates 
driver possessing a Commercial Drivers license" 
endorsements : 


I IS a truck 

with the following 


b6 

•b7C 


bo 

b7C 


b6 

b7C 


(U) 


(U) 


(U) 


X-TANK/HAZARDOUS MATL. 
T-DDUBLE/TRIPLE TRL. 


previously used 
residence . 


Imirr^ntlv rp.qidp.s in Ppnn.qvl v:^ ni a ^ and 

as his 




Further review of Days Inn files by Newark 
indicate a total of four noteworthy phone calls mad e from Room 
627 on 9/9/2001, to include the two calls placed to 


All four calls were placed between 9:20 a.m. and 9:50 a.m. 
Additionally, there were four calls made from this room between 
10:36 and 10:47 a.m., three to auto rental agencies and one to 
PNC bank. The ■ significance of these calls is being investigated. 


ths £QUr nQt.eworthy calls, the two calls that 


Of 

were not placed to| 

Newark has learned tnis nuttioer 'was register 


were placed to 


subject phone calls. 


31 ! 


d to 

t tne time or tne 


(U) 


Newark notes that 
J used by both 


]as resident addresses. 


is in very close proximity to the Islamic Center of America 
(ICOA) . The rear entrance of the ICOA is located on North Munn 


b6 

b7C 


b6 

b7C 

b7E 


■b6 

b7C 




3 



IT 


Ti : Newark 

OG/29/2004 


A.ve.. less than one tenth Qt a I 

also notes that| 

l and re ferenced in previous c ases including I 
was iden t ified bvl | as being a| 

n I | was also employedP | for at least one 

year, and through his own statement s to Newark agents , indicated 
it was the location at which he met | | on many 

occasions, including their initial introduction to each other. 


believed to be currently residing at | 

a Dropertv owned bv he an 


according to| 

records also indicat 


eliev 


but specifics are not immediat 






Newark is providing this information to 
Philadelphia and New York for consideration , specifically in that 

^ may be considered. 


As a final point reaardin 
must be noted that I 


I and tney have 
irdinq to current 


inq to current inrormation, resiaes at 


On January 8, 1999, LA Agents interviewed 
detained by INS at the time for 


entering the US with fraudulent documents! 

T stat ed he obtained his fraudulent] |passport 

from an individual he identitied as| 

further stated that prior to his travel into the US, 








^oynterterrorism From: Newark 

t 06/29/2004 


b7E 


(U) 


(U) 


(U) 


wa.q -i nfn-rmp-d by 


telephone number 




he could contact 
who would aa sis 


in getting settled. Note that this phone number is the 
code predecesso r of the current number for^ 




im 
re a 


, , (pursuant to area code chanaeg? i n 1 999 ). Also 

note that th e name given bvl I- is almos t 


identical tof 


] 


M Newark has learned tha-tf 
the US on December 5, 1998| 


lenter ed 


which is only one dia-it d-i Vrprpnr. rrnm r.np snnmrrpniy r-ranrin i pfit- 

Passport used by| in his attempt to enter the US 

approximate ly one mo nth later. Newark is in the process of 

determining] [immigration status and ascertaining the 

legitimacy of the passport he used for his December 5, 1998 
entry . 

It is the opinion of Newark that a potential 
terrorist support network is being exposed, and Newark 
appreciates consideration of Philadelphia and New York Field 
Offices in opening Pis on aforementioned individuals. Newark 
believes any substantive information acquired regarding said 
individuals, will bolster efforts to further expose the support 
network . 


For information of recipients, following will 


TPCT^iy-d-i nrf gnbH P>r-1- g| 





■b6 

b7 

b7 


b6 

b7C 


and 


b6 

b7C 


Descriptive Data; 

(U) Main Subject 

Name - 
Last : 

First : 

Middle : 

.. Race: 

Sex: 

DOB: 

POB: 

DLN: 


b6 

b7C 


s: 


IT 


5 


M O 


m : Newark 

06 / 29/2004 


oi 


Descriptive Data 


continued 


PNO: 

SOC: 

Alias (es) - 
Last : 

First : 

Address (es) - 
House # : 

Pre Direct ion-r 
Street Name : 
Street Suffix: 
City: 

State/Postal Code: 
Postal Code : 

Phone # : 

Main Subject 
Name - 
Last : 

First : 

Middle : 

Race : 

Sex: 

DOB: 

POB: 

PNO: 

SOC: 

Address (es) - 
House #: 

Street Name : 
Street Suffix: 
City: 

- State : 

Postal Code : 
Phone# : 



To: 
Re : 


Poi l- n t- gar'-f - am 




LEAD ( s ) : 

Set Lead 1: (Info) 

CQUNTERTERRORI SM 

AT WASHINGTON. DC 
(TJ) Read and clear. 

Set Lead 2 : (Info) 

PARIS 

AT PARIS. FRANCE 
(U) Read and clear. 

Set Lead 3 : (Action) 

NEW YORK 

AT KINGS PARK. NY 

Consider initiatinc j j on subject 
Set Lead 4 ; (Action) 

PHILADELPHIA 

AT WILKES BARRE. PA 

CnriiSi der irTitiating PI on subject 



(Rev. 01-31-2003) 
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S) 
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U) 


FEDERAL BUREAU OF INVESTIGATION 


Precedence 
To 


ROUTINE 


Date ; 


09/22/2004 


Office of Intelligence 
International Operations 
Counterintelligence 
Count ert error i sm 
LEGAT 
ew York 


Attn: 

Europe 

Attn: 

Europe 

Attn; 

Spain 

Attn; 

Spain 

Attn; 

Madrid 

Attn; 


1 



ALL IHFOPMATIOU COHTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
liJHERE SHOWN OTHERWISE 


From; Yo-rV 


CLASSIFIED BY 60322 UC LP/PLJ/LCW 
REASON: 1.4 (b,c,d) 

DECLASSIP; ON: 09-15-2036 


Contact; 
Approved By: 
Drafted By; 


Case ID #; 



be 

b7C 

b7E 


(Pending) 


Title: 


OPERATIOWAL/ADMiNiyTkATi VE l^lATTERy ; 
00 ; NY 



Synopsis: (SO To report contact witM 



Derive 
Declassl 


i| . Petal! 

1 


Lis: For information, on 08/30/2004, NYO | ~|s A [ 


advised the writer that she had been contacted by | \ 


bl 

b6 

b7C 




W SBeRET 

Intelligence From: New York 

EW, 09/22/2004 


Jthe current terrorism threat 

situation in New York. SSa I l answered that the threat level 

is high, referencing the Repub lican N ational Convention that was 
recently held in the city. SSA l I said that since 9-11 New 

York City has been considered a major terrorism target. 


I in matters that are directly related to the Ne 

York metropolitan area; other issues are to be handled through 
LEGAT Madrid and FBIHQ. 

The NYO reps provided business cardsF 









^ H 

(S) 


To: Off ice of Intelligence From: New York 

Re: vffil I I nEW, 09/22/2004 


LEAD(s) ; 

Set Lead 1: (Info) 

OFFICE OF INTELLIGENCE 
AT WASHINGTON. DC 
(-U) Read and clear. 
Set Lead 2: (Info) 


AT WASHINGTON. DC 
(U) Read and clear. 
Set Lead 3; (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 
(U) Read and clear. 
Set Lead 4: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. DC 
(U) Read and clear. 
Set Lead 5: (Info) 

MADRID 

AT MADRID 


♦♦ 


(U) Read and clear. 


LEG-1 la (Rev. y-24-2000) 


Fax Transmission 



Office of Legal Attache 
United States Embassy 
Brussels, Belgium 
Telephone #: 011-32-2-512-5519 
Fax#: 011-32-2-512-9941 



Voice#: 

From: Office of Legal Attache 

Subject: Madrid Bombings 

Case ID: NY-288010 


Date: November 19, 2004 


Pages: 2, including this cover sheet. 


■b6 

b7C 

b7D 


ILL IIFOPmTIOl COimilED 

HEBE II IS UlCLASSIFIED 

DATE 09-15^2011 BY 60322 UC LP/PLJ/LCl 


Comments: 


Helld 


■b6 

b7C 

b7D 

b7E 


We Ve just received 


information from the ¥BVs 


As of March 20041 \~ 

1 

1 


As of Februarv 2002, 





As of April 2002. 


b6 

b7C 

b7E 


As of June 2003 


It is the property of the FBI and is loaned to your agency; it and 




This document contains neither recommendations nor conclusions of the FBI. 
its contents are not to be distributed outside your agency. 






Hope the infonnation is useful, and that we'll have additional information in the future to 
assist you with this investigation. If there are any updates from your side, or additional requests, 
please let us know. 

Best regards. 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and 
its contents are not to be distributed outside your agency. 


PP FBINY 


DE RUCNFB #0003 1101657 
ZNY SSSSS 
P 191352ZAPR 04 


bl 

b6 

b7C 

b7E 


>< 

'(S) 


(U) 


FM DIRECTOR FBI f315T-NY-?afi0im , 

TO ZEN/1 17PLA| [//PRIORITY/ 

INFO FBI NEW YORK/PRIORITY/ 

BT 



CITE: 
PASS: 
SUBJECT} 


ORCg N NOFORN 
iFnJ" 


[REQUEST 


1 


]0N INDIVIDUALS' 


ASSQCI AI bU ' Wl i H I HE 0 3/11/2004 BOMBINGS IN MADRID, SPAIN. 

(LES) BY WAY OF BACKGROUND, AT APPROXIMATELY 7:39 A.M. 

(MADRID TIME) ON 03/1 1/2004, THE FIRST OF A SERIES OF EXPLOSIONS 
AT FOUR SITES OCCURRED AT THE ATOCHA TRAIN STATION (THE MAIN 
TRAIN STATION IN MADRID). THE DEATH COUNT WAS LAST REPORTED AT 


202 DEAD AND 1500t IN.Il IRFD 
ON 3/31/04^ 

FOL LOWING INriMDlJAl S FOR A 101 Al OF 77" 


] ARRESTED THE 


IpROVIDED the FOLLOWING list 
OF TWELVE (ii) OP YHe principal members of the cell associated 

WITH THE 3/11 ATTACKS. 


ALL IlFOFIiATIOl C0I-ITAII4ED 
HEPEII IS mCLASSIFIED EXCEPT 
IiJHEKE SHOOT OTHERWISE 


DATE: 09-15-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LCl 
PEAS 01: 1.4 (c) 

DECLASSIF/ 01: 09-15-2036 


bo 

hlC 

b7D 

b7E 






be 

b7C 

b7E 
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(Rev. 01-31-2003) 



SE^ET 


(U) 


(U) 


ASAC 

ASAC 

ssaT 
ssaI 

S. 

De' 
Det. 




From: New York ^ 


Case ID #; \s/ 315N-NY-288010 / (P ending) ^ 

snding) " 7^^ 
Pending) “ 11'^ 
(Pending) 


Title ; 



- VICTIM; 
I- VICTIM; 
jviCTIM; 


BOMBINGS IN MADRID, SPAIN 
ON MARCH 11, 2004; 

IT - AL QAEDA; 


FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 


Date: 

11/24/2004 

To: Counterterrorism 

Attn : 1 



n 



ssaJZ 





osl 




Attn: 




DECLASSIFIED BY 60322 UC LP/PLJ/LCIJ 

uc| 



OK 09-15-2011 


ssa1~ 


j 



iaI 


r 


Attn: r 


r 



L. 

"smT" 


1 


Attn : 

1 

International Operations 

Attn: 

1 



Madrid 

Attn : 

LEGAT 

ALAT 


z 

New York 

Attn: 

sAcr 


1 


1 1 

Contact: SA 


Approved By: 
Drafted By: 







b6 

b7C 

b7E 


UPL^OADjED 

wrm/TEXT„ 





SEC5HET 


WlTH/OUTTEXTv<^ 

gr 

DAT E 





he 

hlC 


h6 

b7C 

b7E 


To: Counterterrorism From: New York 

315N-NY-288010, 11/24/2004 



00:NY; 


06: HO; 

•ENDURING FREEDOM AL QAIDA RAIDS; 


Synopsis: To advise co ncernina a meeting- conducted on 

11/16/2004 at the offices of 

regarding potential threat information to New York City's Grand 
Central Station identified on computer material associated with 
the Madrid bombing investigation. 


Derived Exojni^^w-3 
Declassifv^'dnVs. XI 


Reference ! 


315N-NY-288010 Serial 657 


Administrative ; 

DE'j 


ije telc alls and e-mails in volving lA 
and SaI I 


Enclosur e (s) ; (A) Enclosed for the New York case file are 

copies of docume nting the accruisition by the FBI of 

computer meaia seized by during the 

course of a series of raids (Conducted in connection with the 
Madrid bombing investigation. Also enclosed for the New York 
case file is a CD-ROM containing the images discussed in this 
communication. 


Pet al Is: CK) I n late May-early June 2004, FBI personnel from 

the traveled to Madrid, Spain to collect c omputer 

material seized during a 

series of raids conducted in connection witn cne maarid bombing 
inve st igat ion . The material collected was cop led / mirrored b v the 
[from t he origi nal evidence and provided to the 
personnel. triaged the material, catalogued it and 

initiated preliminary analysis. 



To: Coimterterrorism From: New York 

Re: (>< 315N-NY-288010, 11/24/2004 




contains 


The digital pho tographs of the evidence are 
unclear. Thih could simply be 


In an effort to ascertain whether this referred to 


Squad | [immediately initiated invest j Laat 

into this matter and ultimately ascertained that Squad P 
an ongoing in vestigat ion in to the Madrid b ombing s (315N-NY 
2 8 8010) . DET.I land SAI I of|_, [rnnrfiinflte 

A I I DET.I ]and SAl__ |o 

continue to pursue this matter jointly 







I to meet with IA| 

the referenced material at the 


oints . SA 


reviewed' the material with the NYO/JTTF 
_he had discovered additional computer 
Imaterial contain ing photographs of 
I several vantacre 


rovided a basic summary of the 


(315N-NY-288010) 
Ltiz—between the two 
advised that 



\ These tapes were the sunject or 

significant analysis and investigation with initial concern being 

that they we re surveillance/re conaissance tapes for Al Qaeda 

operatives. I I is a close relative of| | 


I A and were particularly 

interested in this connecti vity. SAI [ advised that 

mater ial had been collected I durang at least four (4) 

priori Imissions to Spain but, to date, resources have 

allowed only piece-meal analysis of this material. SA| 
requested a comprehe nsive , in depth anal vai h of all the material 

seized in Soain, Ia| |and SSA advised that newly 

developed capabilities made this project a strong 

possibility and that they would endeavour to assemble an 
analytica l team for the project. The NYO/JTTF members offered to 
travel to | at such time as requested to provide the 

assembled analytical team with an in-depth briefing on the two 
investigations and assist in setting priorities, evaluating 
information and providing context to the material. 

^ New York awaits further notification as 

to how to proceed with the analysis project. In the meantime, 
investiaation contin 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence ; ROUTINE 

To; New York 

San Francisco 


From: Gei 


Contact; SSA 


Date: 12/01/2004 


Attn:; SA| 
Attn; A/f 


SA| 

SquadF 


Approved By: 

Drafted By: 

Case ID #: (U) 315N-NY-288010- ^"^(Pending) 

Title BOMBING IN MADRID, SPAIN; 2004 
IT - AL QAEDA; 00: NY 


DATE: 09^15-2011 

CLASSIFIED BY 60322 UC LP/PLJ/LC¥ 
PEASOl: 1.4 (c) 

DECLASSIF/ 01: 09-15^2036 

ALL IlFOPI-IATIOl COITAIffiD 
HERE II IS IHCLASSIFIED EXCEPT 
IiIHEPE SHOW! OTHERWISE 


I San Francisco should ensure 

appropriate records checks are conducted and ensure adherence to 
uidelines disseminated to al^ 


S(5M-NH Q 


'Sbsret 








New York From: General Counsel 

(U) 315N-NY-288010, 12/01/2004 


LEAD(s) ; 

Set Lead 1: (Info) 

■ NEW YORK 

AT NEW YORK CITY, NEW YORK 
(U) Read and clear, 

Set Lead 2 ; (Action) 

SAN FRANCISCO 

AT SAN FRANCISCO. CALIFORNIA 



3 



NOU-lS-2004 10:43 


fftey.Ol-3t-2003) 


I [ -0GC-FB1 


P. 02/06 


FEDERAL BUREAU OF INVESTIGATION 


Precedance t 'IMMEDIATE 


Date: 11/C3/2004 


To I New York 


Attn: 


From: Genei 


sunael 


Contact t 


Approved By: 


Drafted By: 
Case ID #: r 



ALL lUFORHATIOW COIilTAnreE 
HERE III IS UNCLASSIFIED 

DATE 09-15-2011 BY 60322 


(Pending) 


Title: UNSUB (S) 

LABORATORY DIV 
LATENT PRINT MATTER 
DOJ/OIG INVESTIGATION 

Synopsis: After the Madrid train bombing on March ll , 2004, 

the FBI Lab wtahaiff^niv i ^ ort I | matching 

fingerprints found! j on a bag 

apparently -rionnftfjtkd to the hnmh.lng. On May 6, 2004, the FBI 

arrested! Ion a material witness warrant . He was 

released on May 20, 2004, afte r the I ~! 

matched the fingerprints to an ! ! The Office 

of the Inspector General has an ongoing investigation into 
this matter. 


On October 20, 2 004. ! 

! was requested by sc| |of the Internal 

■investigations Section, Inspection Division, to retrieve, 
review, and process all material requested by the Office of 
the Inspector General (OIG) for th eir investigation. In order 
to compjlv wifcjn this request J !ia requesting that New York 

send to ! c ile 315N-NY-2 bbuiu. This request is to include 

all sections of the main file, all sub files, and all non- 
evidentiary bulkies. 

New York is also being requested to send any 
additional ^maln f iles and "See References" identifiable with 

/ along with the original search slips to PLS 

PBIHQ, OGC, Room! |by COB 11/11/2004, 




SEARCHED_ 

SERIAUZEO. 


NUV 0 d 2004 



NOU-16-2004 10: 44 


P.03/06 


TO; 

Re: 


OGC-FBI 


Mew York 



General Counsel 
11 / 03/2004 






Oiia abionB regarding this matter should be directed 
either PT. .qT Hat t elephone number I 

lo^ sPT.g I ^at telephone number I 


NOU-16-2004 10! 44 


P.04/06 


TO{ 
Re : 


New York 


J-OGC-FBI 



General Counsel 
11/03/2004 



LEAO(b) t 

Set Lead It (Action) 
NEW YORK 


AT AT NEW YORK, NY 


New .York is requested to assist oac, by 

forwarding file 315N-NY-288010 and any adrtir.ional files a^d/or 
iififata conceming the OIG request to 

I 1/ no later than COB il/n/2004. 
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